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2. Introduction of SCTPLIB
2.1 Architecture view of SCTP

SCTP= SCTP AFZ X2t 1Pt 22 Hl & XI&HQl IH2! network MHIARLS AFOIOI /U=
otLESl HIE2=2 20X SCTPIt IPS UM S&&t=s HE F= & = UL SCTPO
Ol H=&le= JI2&Ql MHlA= SCTP2l User=2t user messagell A Ues S0
Ch. SCTP= S JHCl SCTP endpoint AIAEL AMOIO Qe BHLISI HAZE &
S SHCH.
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IP Network | appearances IP Network |
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Figure 1: An SCTP Association

SCTP= & Xlet&ol H80l RUCH Lt SCTP H&E2 TCP HALL H H&2 JHEO0IL
SCTP= endpointdt SCTP I3l B¢ £+ 0 & 2 2 (3tLES] SCTP port&t
g 2 &= A= WA JHel IP Address)2l SE= G Ol OI2H XK= sehHol
A MIZstIl ?Iot0 2AXel endpointSOIdH +=EHS M3&tCh. 1O H22 dEHel=s 2442

endpoint2| 2|AEZRH MHE = U= IS8t source/destination £&fe| LFE M EEHLY.
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3.1 Code of SCTPLIB

17082 ol Mt 16942 cIt 0l

ot LT

ULH.

FILE

DESCRIPTION

Adaptation.c
Adaptation.h

Ulp To SCTP Layer

Auxiliary.c HOIH 224 &5

Auxiliary.h

Rbundling.c Bundlingdt Bundling& GI0IH re—bundling
Bundling.h

ChunkHandler.c
ChunkHandler.h

Make Chunk and Chunk £Z4 =0l

Distribution.c
Distribution.h

Packet Process interface

Errorhandler.c
Errorhandler.h

Error M2l & FE

Flowcontrol.c
Flowcontrol.h

(o]

SHO 2, JSAl

packer, rcwnd 22|

cwnd, outbound

Md5.c
Md5.h

Md5 2t& Xl

Pathmanagement.c
Pathmanagement.h

Multi-homing 2t&d, Heartbeat 24, cwnd&
=

Recvctrl.c
Recvctrl.h

[=}

CIOIE ==&
cl, SACKEZ &

e BIH, TSNgeH JHXD X

Reltransfer.c
Reltransfer.h

SACK ==& Al M2l, &S, cwndXEE

SCTP_control.c
SCTP_control.h

Association state 2 ¢l

Streamengine.c
Streamengine.h

rer

Datastream=S HXclol=e 25 P

Timer_list.c Timer event2| linked list& &
Timer_list.h

Global.c SCTP EZ2HEWAM 0 AN ot 2
Global.h S0 CHollA &2

Sctp.h SCTP ctolEdH el APIE EZ2




Message.h SCTPUHIA AME2E= 2= HAIXN 22 &
9l

HX SCTPLIBE =24ol 2= otAl. SCTPLIB= raw socketS O|2dlM SCTPE & ol%
Ct.

int sctpsock = socket(af, SOCK_RAW, IPPROTO_SCTP);

f12] ZE= SCTP packetS 20t S0I1J| <8t RawA N2l MAHDEO|IC). sctpsockZ2FEH &

O S0l= OIOIHE ipIH2!S &S sctpUlOIEOICt <12 22 2test &8O 2 & sctp
TZ2EZS2 22| £ U= socketl MAH0| IsolCH A3 CIAAYE sctpsocks Sall Ol
OlIHHE &2 = U=d HIIM &0t 2= OOIEH= IP SIHE Z&st SCTPEZEZ Ol0IH

OIC}.

SCTR
Zomimon
Header

|F Header

iolE el =& Al 212 J80M 2= A3t 20| rawsocketE2 S S0H2= OIOIEH= IP
&8t HIOIE Ol LIBEEZWA IPGIGCIE M1, sctp_messageStIE CIOIE M2E

%
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H
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3.2 Functional view of SCTP
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SCTP User Application

Sequenced delivery with streams

User Data Fragmentation

Association
Startup and

takedown Chunk Bundling

Packet Validation

Figure 2 : Function View of the SCTP Transport Service
3.2.1 Association Startup and Takedown

RFC 252201l A Karn2t SimpsonOll 2o Jl=& OIZHLIS = ALSH Cookie mechanism2 20t
230 st £S5 HMIot)| <o #2201 M T= S AFZEO&XICH 0l Cookie
mechanism2 four-way handshakeE AlZ235t12 four-way handshake= OtXI& & SHHOHM =
B2 220l 0I20HXl= S0ll= OI0IH A&0| JhsotLt.

SCTPE= &t endpointdt CIOIEHE XSECZ 22U YLD EHHO CI2 endpoints close &
EHOl A= half-open &EHE XA otXl 2=Ch HHE endpointdt SHUTDOWNS =&ct) U
= [ 2 peerfl A= HAZ2 ME2 UHIOIHE user£FH 2= AE HEA &0 graceful
closedt dHEl= S0l queuelttl A= GIOIEHE userMl Al JtA =2Ct.

3.2.2 Sequence Delivery within Stream

SCTPRIUIM AFEZI= “ stream” Ol2t E0= 22 stream CHUHIAS =AMzt & CHE HIAIK
S0l upper-layer protocol0il 8 ZIHAIESE ot AEX HAIXNS2 =AMt 2+ UL
OldE TCPUIM MEZOUHXI= byte 2 =AMt ZHEN Ues streamt HEXOICH (0 &
MOlME 1lbyte= 8bitZ JHE)

SCTP user2 ™ (Association) LHOIAM IS8t streaml =8 AZ0| MG = A2t #F
g == UL 0l stream === OE endpoint 2t &S ot =0 WEH2Z SCTP=
SCTP AFE X0l 2o SCTPOl ME &= 2 HAIXIS0l stream sequence number

o
10
2
o
[l



=4 =0A SCTP= BIAIXKIS0l =0 & stream LHOIAlI =AZE2Z2 SCTP AIEXHUIH HE
1S 2 Z&oH0F STt GFRIBH SHLES| streamOl CTHE =Al 2l user BIAIXKIZ JIC2IHA
blocked T U= SO, 2 streamlLZE2H HAIXN 2 Helg &= UL

SCTPIt HESIE 7 & [, path MTU(Maximum Transmission Unit)0il &21E 3tF HSO
SCTP M2!ol MEs E&otJ| 2ot SCTPE= user messageS SHEHSE L =4I S0IM &
H3l= SCTP userfl MYED| Mol 288 HIAIXIZ M Z&HEC

3.2.4 Acknowledgement and Congestion Avoidance

SCTP= CHH3SH EAHLE EHEsE &K 22 OIAIXI2l 2t user OIOIEOl TSN(Transmission
Sequence Number)2 &&stCH 2 TSNS stream 2 UHIA SEE SSNO S&AO0ICH dlol
EIE #4I8t endpoints BIS =A0 20| 24 KCtD Xete 2=l 2 TSNS 28

I_
i}

— o LT

Ch. Oldst 2 A28 B0l =M3E stream S22 2RH JIsSHSZ Z2lDAH XA
StCt. Acknowledgement2t Congestion avoidance J|s& & Y8 Al2tHl Acknowledgement Dt
S oK 22 W IS MAES oiOF ol M0l JACH THA! MES2 TCPOUIA A E O
K= FAEE SZHMO0 2AohA ZE T &

3.2.5 Chunk Bundling

SCTP IHZ!E & JH2l common headerdt St i 0142 chunkE2 FEEN ot HSH &
& |0 &CH 2 ChunkS 2 user datall SCTP MO HEE JtX1D US 2A0ICH SCTP AIE
At= otLtel SCTP 3| Ol GtLE OlAel AFEXE HIAIXIZ bundliing R & = A= =4
£ JtAI QUCH SCTP2l Chunk bundling Jls2 2t&st SCTP IH2IS ZX& oiOo2t ot =
&l endpointtil Al T =& ol OF &tCF.

SCTP= E&0| U= A2t Sotil= BIZ SCTP AFZXIDL bundling otAl =5 REICH &
K 2tE bundling 2 #=88tCH User 2 bundling HIZA4d2 &5 & B2 Al2t SoHHl delaydt
2 2 UN ot SCTP R Ul F&2 Z=Ch User HISO0IA bundling St= 22 HIE4 AR
Ct StEetS small delay= E&AIZH0ILE &S SeH0ll= bundlingll &= XE Y =C
3.2.6 Packet Validation

Do =02l Verification Tag®t 32bit Checksum (Adler-32 checksum 2| %2 <M=
Appendix BE &)= SCTP Common header0Ofl Z&Z| &Lt Verification Tag gt& HZO0|
Ol XK= =2to A& 2+ endpointOll A HEHEIO &ICH Verification Tag at0l 101 TH3!
2 $Hlotle & FOIM A

I
= 2= lﬂ g/Ct. Ol= blind masquerade attacks0Oll CHSt £S5 ¢
= F=ANot= JE 2| f8 XHA0ILH.

(]
@)
_|
0
=l
I
ﬂJIO

Adler-32 Checksum2 Network &0l Al data corruption TSt =II&OCI 25 & NM30t)| <l
2t SCTP IH2!2l SAIXH 2o H& T H OB StCH RESHA %2 A
20l =4I TH2'2 1 TH2'S HID|SHCH

dler-32 checksuml



3.2.7 Path management
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3.3 SCTPLIB #& %
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Sctp_initlibary()
Sctp_registerinstance()
Sctp_eventloop()
Sctp_associate()

2 Ul IHKl &2 =& S22 M JI=2HQ SCTPs&S = & = RQUCH X SCTPLIB

OlAM = raw socket= O0IE36t0 SCTPEZE==S PEOIUCILD SHALCH

Sctp_initlibaryQ)& =0 A raw_socket & MH3IH T=0 dF9Ho=z MH0l T HA
initibary2t 2201 SIHACHH 22 DES &otXl f=0. ZEZH2Z SCTPLIBE =&l
Jl oA st S5 Tle &40ICt 22 DEE Solf M= raw socket 2 SCTP 0]
BHE 20tE0l= interface S&2 otAH & w socket=2 Soff 2t0t=¢! HIOIE= IPE
55 SCTPHIOIEHE EHOF=QICE Sctp_initlibary()E &6t J|2&8 22 SCTP &EEi2l Ol
OIHE 20t=g &HIJt D JAtd =2 = ALk 11 = SEUA Sctp_registerinstance() &
SESCZM AHMEAFCI SCTP socket = MAGHH ECh. MIIM= socketOlet= L=2Ch=
instancecte 2=z SEZ= ) M At t

it

2

0F0
o
e
I
80
=
o
(_1

instance

Hrea
association /



nio
I

OtH &30 Sctp_associate()& =5 SoHAl ofLtSl association *EXME A= GHAH E L.

Ol association?=Xl= M A&t instance( socket)2l EQIHE JIXD /YLD =F associationO|
W XA = CHH 4-way hand-shake & S0l TCBE MAGHAH & C TCB=E UM ESE
receive2ed Al flow controlt 2ted= XX S == associationdt HZ& M XI= in-

stream buffer out-stream buffer X2l MAHS LA =CH

4. Interface with Upper Layer

4.1 ULP-To-SCTP

C8 AE2 JIsH2Z ULP/SCTPE S43 SICH A2 XK= EAls &< level 20 ot
ol U= 201U &2 S= SFAGHCE. ULP primitive OtciOllA A% &l= &+=2 SCTP
bR Z2MA S4E N6 fotH =& TIHHOF ot= JI=&80el &f===0ICt. JHol
Mol PE2 O 42572 HEHo XA 2SE0F ot st SEHAM JI2Fel J|1sg
N2 &=20lL4t =82 NSoHoF & 240ICH

A) Initialize

Format : int

sctp_registerlnstance(unsigned short port,
unsigned short noOfInStreams,
unsigned short noOfOutStreams,
unsigned int noOfLocalAddresses,
unsigned char localAddressList[][SCTP_MAX_IP_LEN],

SCTP_ulpCallbacks ULPcallbackFunctions)

Ol primitive= SCTP JF LHEAQl HIOIH RXE =J|& ot] SCTPo 2E&tAds &HF6H)
e ERSH Mg gdot=d 018 SH&ACH L5 SCTPIt =JIIt & uLP= Ol
primitiveE M&Z& ote 20 801 Ch2 endpointE il HE o=z S4Al & £ QUCH H HRY
otetiieHeE Al EE Jt=22I0 gk, AW =0| otliet Scet0I¢E =0/t RANDOM
PORTE AIE5HAH ECH & HM, Al HH OietlieE KA0l AFZ6HDXH 6= STREAM =
XtOICH. Ol 242 ASSOCIATION A& Al ENDSUF A2 Soted 28 A

10



B) Associate

Format : unsigned int sctp_associatex(unsigned int SCTP_InstanceName,
unsigned short noOfOutStreams,
unsigned char

destinationAddresses[SCTP_MAX_NUM_ADDRESSES][SCP
_MAX_IP_LEN],

unsigned int noOfDestinationAddresses,
unsigned int maxSimultaneouslnits,
unsigned short destinationPort,
void* ulp_data)
Ol primitive= &<l HZ0l S&0 peer endpointtl H HZS %713 ot=F &Lt

Peer endpoint= endpointE Holgt M&EF=AF2 StU0l 2ohM & 2d0ICH BHeF local
SCTP QIAEHAIL FI|5 G %= COHH ASSOCIATEE Mz 2t

SCTP HZ0l CHEH local _I._é*% HZo H3Xol SHE0AM Bret & 240|CH 2+ SCTPIH
endpoint2 i SCTP H& S AIEE QUUH 0 E Bre & A0ICH

|

ol
C
o :
2

M
O
r

CtE o Z met0lE =0l local endpointl LiJt= stream2 ==Xtz 8t OtLIch peer2l & &t
SHI MESFAE EEGHH gret 2 2A0ICH BHetEleE SN FAZPH 882 59
otltE Ol peertffHl SCTP THZ!E 2LUHI| ot JI&2 =2 A local endpoint®il 21oHAM &
ST ALt Btetts SN ds5Fa SE2 Il = 22 HES A6t ULPOI 26 A
AZEIN &2 == UL ZHESZ dE i3S EF dES=20 2EUA € = UL

11



C) Shutdown
Format : int sctp_shutdown(unsigned int associationlID)

SOtotH HES SZetlh
OloF & Z0ICH
OlCt 43X I=

A #HOH HHDEDt Brat &
E) Send
Format int sctp_send_private(unsigned int associationID,

unsigned short streamlID,

unsigned char *buffer,

unsigned int length,

unsigned int protocolld,

short path_id, /* -1 for primary path, else address

index to be taken */
void * context, /* SCTP_NO_CONTEXT */
unsigned int lifetime, /* OXFFFFFFFF-> infinite, 0->no
retransmit, else msecs */
int unorderedDelivery, /* use constants

SCTP_ORDERED_DELIVERY,
SCTP_UNORDERED_DELIVERY */

int dontBundle); /* use constants

SCTP_BUNDLING_ENABLED,
SCTP_BUNDLING_DISABLED */

SCTPS SO ASX HIOIEHE ®sotl 918t =2

i

=0l Ct.
Mandatory attributes :

Associated id SCTP HZ0l CHSt local A&

fas|

Buffer address(M) : M &E ALEX HAIXIOH HEE
Byte count(M) : Bytes &t?I2] AtS At HIOIEHS 2D

Optional attributes

12



Context(Option) : AMEXF HIAIXISl E&E0| AIHMS 2 ULPOIA &2 IH notificationg &S
S EE= AEHA 32-bit integer

stream id(Option) : GIOIEl && Al ALEE stream identification

life time(Option) : A2 X HIAIXISl RE8 AIJIE Z2&SEHC. life timeOl St EH AFE X} O
OlHE SCTPOI MEEX &S 210ICH O T2t0IEHE AIZ6HA 26t AFEXF AKX &5
P2z OIoH)| fI6HH AP E &2 & QUCH 2t AFEX CI0IEE HIAIXKI A
| 8&06kDI(i.e. sent to the destination via SCTPs send primitive) ®/ot0d =J|sl & =
CtH SCTP ULPOI S=8CH Jdeflh 2tef MAAIZE 8] M0l chunkE & &6 fIotK
T CIQUCHH AIEX OI0IEH= d3E = US 240IC0h

rol

e

2

> 8 ¥ o

G) Receive

int sctp_receivefrom(unsigned int associationID,
unsigned short streamlID,
unsigned char *buffer,
unsigned int *length,
unsigned short *streamSN,
unsigned int * tsn,
unsigned int *addressindex,

unsigned int flags)

-

0l primitives= 2tf AIE & =%

HI4 Qte| SCTP in queue U=
= HAIXIS 30l dtet & A

number= gtetE Z10|Ct

= ARZX HIAIXIOF JUCHH, SCTPOIA ULPOI 2o #&EE
X B user messageE &A=Ch. length 0 U= AHAE = AU
OICt. &=M3t & BAIKIE <6t BAIXISl stream sequence

I

association id (M) : SCTP A2 0l CHSt local =&
buffer address(M) : =&1& HAIXNE MESLD U= M2l X
buffer size(M) : ==&l HOIH2 =W 3|

stream id(Option) : dataE ==&IGtJ| /&t stream= Jtel2!Ch.

stream sequence number() : 4 S0l 2o Y& SSN

P) Destroy SCTP instance
Format : int sctp_unregisterinstance(unsigned short instance_name)

local SCTP instance name : initial primitive?ttif SSZZ2 &0 &Y &= g0l OA
A& SCTP InstanceE Jtel2ICh.

fo

13



4.2 SCTP —To — ULP

Operating systemO|LI S& &2 SCTPOIA HISIJIECI ULP Hel &SE f& =2 X
S 8tCh SCTPIt ULP X2l ¢dISE 2¢ I ™ FZ S0l ULPOIA MY EICH 8 & SCTP
@t ULPZ} interface= separate socketLt error channel2 Soi & & &= UL

A

ro
HT

IMPLEMENTATAION NOTE : €% Z<0| 0lA clel 230U Ol HES Soif =&

Ct.
A) DATA ARRIVE notification

void dataArriveNotif(unsigned int assoclD, unsigned short streamlID, unsigned int len, unsigned
short streamSN, unsigned int TSN, unsigned int protolD, unsigned int
unordered, void* ulpDataPtr)

SCTP = ALEX HIAIXIDOH d3H 22 =4 S2E I8 &HIIJF ZIAS [ 0I= ULPO

22 2422 notification 2+ 20| g Tl= ASO0|C
association id (M) : SCTP HAZ 0l 48t local £Z
streamid : O] 22 data I} &4l% = stream= Jteldl= O0ICH
B) SEND FAILURE notification
void sendFailureNotif(unsigned int assocID, unsigned char *unsent_data,
unsigned int datalLength, unsigned,
int *context, void* dummy)

aror HIAIKIDOE dY & £ QICtH SCTP ULPO Ol notification2 S & Z0ICH OS2 2

=X O 2 notification 2t 20| 8 &= A=0|CH
association id (M) : SCTP HZ 0l & local =&
data retrieval id(Option) : ELHXIXI 210 OIXIEX &£2 OOIEHE ZMol=0d AISE id

cause code(Option) : G2 BIAIXI AOIZDE U2 2 B2, HAIX life-time2l 2t

oo

Fo= 2t

]

RS 2RO

04

context(Option) : O] )
C) NETWORK STATUS CHANGE notification

void networkStatusChangeNotif(unsigned int assoclD, short destAddrindex, unsigned short
newState, void* ulpDataPtr)
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SHEX 8%z FAIF H ES0IL 2522 HI| HUAS [ SCTP= ULPU Ol notification=S
S& & AOILL 22 B4AMO2 notification 28 20| Y Z= A SO0|CH

association id (M) : SCTP A2 0l CHSt local =&

4

destination transport address : H3t0l 2o F& 2= AU SEX MSFAE Jtelz2lIth
new-status : 0|32 MZ=2 &EHE Jtcl2!Ch

D). COMMUNICATION UP notification Ol notification SCTPJ} HIAIXIE EWHAHLE EI10t &
Hl ZIRS WLt endpointtil CHEH LAOHE HZBES =756 AAdH AAESI &Y.

void* communicationUpNotif(unsigned int assoclD, int status,
unsigned int noOfDestinations,
unsigned short noOfInStreams, unsigned short noOfOutStreams,
int associationSupportsPRSCTP, void* dummy)
22 24+ 22 notification 2+ 20| g Tl= ASO0|C
association id (M) : SCTP HZ 0l St local =%
status : (™ ZF2 OIBIEDI HMM=XE LIEEH

destination transport address list : &0 M&FA02 2

e

%

st o

04

outbound stream count : stream® =i === ULPOIA O HZS AtESHAH &HCH
inbound stream count : O] HZ WA AEH endpointdt HZZ2 QAEMNSH stream2| =
E) COMMUNICATION LOST notification

SCTPJt endpointtil CHet S48 2X0o|

(=)

ol
a5 o
= [ 1212 ULPOI Ol notification® & & &tLl. OS2 24X 92 notification 2F 20| &

g f= X=S0I0hL
void communicationLostNotif(unsigned int assoclD, unsigned short status, void* ulpDataPtr)
association id : SCTP HZ 0l CHSt local &%

status : 0|2 At 0]

£

E

10
m
°
=
10
e
=
1]

FEFHCH = shutdownOl L

-

abort L0 e SE0UHA LMsH O|HED HACRIX faillel XIS LIEHH
data retrieval id : 2LHXl 21 AKX L2 dataE =70t ot OISHHKX= AEX

last-acked : peer endpointl 2o OtXIZ 22 ackedE TSN

last-sent : peer endpoint0Oll OtXI222 S LH& TSN
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5. ASSOCIATION INITIALIZATION

B CIOIHE Mokl &l atLtel SCTP endpoint AZ2E CHE endpoint Z0lH 244
24 0ICH JHQl endpoint= = AtOI2] SCTPHZES AEFGHI| ot =JIst HE S 24

i OF EHZF. SCTP User= SCTPHZ= A &SI 0t ASSOCIATE primitiveE 0| & &L},

m@- p

ol

5.1 SCTP ASSOCIATION STATE

SCTP HZ0| M2l&l= =92 SCTP endpoints HZ X2 CH2St Event?t Action O CHSt S
S0l 2 AEiC BigtS LIEIHCE 01218t OIHE=

User primitive calls : ASSOCIATE, SHUTDOWN, ABORT S 01l
Reception : INIT, COOKIE ECHO, SHUTDOWN, =2l Control CHUNK
Event : Timeout event S22 24 =L},

Association2| AEHO CHSt R 2 association FAXI2l 2UH 8402l sctp_controldata— % Al

AN JHXIZD QUCH 222| asociation& EHOI et control datall B B1==0Q! association_state

S&E Gt association_state& EHOl (12t A sctp protocol2 S & EHCE G2 statelll
PSS

AUS &8

(2 s& WHEO0|CH

1) ==&l COOKIE ECHO Q2t0fl State Cookiedt REotAl L™ =AE IH2IS X BielCh
Lt =4IE State Cookiedt timeOl St=JF ZIJUCHH £=AlXl= ERROR CHUNKEZE & &8HCH.
Jdelld #=4AlXt= CLOSEAEHO ot Q=L

2) T1-lnit timerJt 2HJ|JF SR 2™ endpoint= INITE MHEE[ID AEHQ
imerE MJISSHCH 12l Oleist &Y S Max.Init.Retransmits & 4=J} & MHNIX| PSS Al
OHOESH Gt) 1 Ol&:0le =JI18 MHES H=1 SCTP AFSXHHIA OlelE 2 08T

3) Ti1-cookie timerJdt BtJ|JF EA2™ endpoint= INITE MES SHOFSH Gt AEHSl S
20| Tl-cookie timerE IHIISEHCH. D2l 0l2HE &HY 2 Max.Init.Retransmits 3=} E
[[HJMI Bt= AlSH §HOFDF ot 1O OlF M= =JI18 HAES HE1 SCTP AFS XA ol2iS

DB
4) SHUTDOWN-SENT endpoint= XA 10| ==&l= DATA CHUNKE {0k StLt.

5) SHUTDOWN-RECEIVED A EHUIA endpoint= SCTP UserE2H MZ2 RES &2 = &
Ch.

6) SHUTDOWN-RECEIVED &HEHO0IlA endpoint= Queuelil =0 U= 2= HOIHE ®E6HD
AT 8 BR0= MESHOFRH SHT

7) SHUTDOWN  ACK-SENT AEHOIA SCTP UserfilM ME& QES X 2=C. ClosestEH
= Z0| MHDIX 22 AEHIF ofLIc St L= MEHS
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5.2 Normal Establishment of an association

=)=t EHH=E ASE HHZ 0l1FUHME J20 SCTP endpoint AOIA CHE SCTP endpoint Z
HAH AZ2 AlEotd JAD Z= 0| £+== SHCHD JHESHC.

WIT-ACK

COOKIE-ECH

A) A= XE30 ZOA INIT CHUNKE BEHYCt A= Initiate Tag ©HOl A2l Verification
Tag(Tag_A)E HISoH0F ot Ol Tag-A= 1 ~ 42949672952 Y2 CHOIM 2|9 =Xt
SO0k StCH A= INITE M3E =0 Ti-init timerS JtS6t] COOKIE WAITAEHEZ SH2HCH

B) Z= INIT ACKE S Al SE&HCH INIT ACKS2l =& X| IP=AZE INIT ACKJl SE5td dt=
INITSl Source IPZ2 & S&iHCt. SEOUl AUHA CE L2OIHES M= A 010 z=
Tag-A(ASl Initiate Tag)E Verification Tag field0il & &3t0 Xt&l2l Verification Tag(Tag- Z)E
Initiate TagOl &S0 M ES8tCh Note : State Cookie LtctOIEI2F & TH INIT AckE
20 z = s N gHolMe ol ME22 AZS oM HEst AES
A ot=Ch OZ X 22 Z= Resource attackstl S &2 &= UNA DAL

F_H._

o

3 o

10

C) A= ZZSH INIT ACKE =AIGtA DFAF A= T1-init timerE 2311 COOKIE WAITAHIE
(M 0. el COOKIE ECHO CHUNK®HY| INIT ACK CHUNKOI Al B0l State CookieE 2 W
= T1-cookie timerE J}=8HCH. 12l ) COOKIE ECHOED &tEf2 OP._U

efl

L.

Note : COOKIE ECHO chunk= 0|Z&& U2t DATA  Chunket HEY & £ UCH 1O
242 W2 etel H B Chunkdt &IO{O0F Gt COOKIE ACKOF BHEt & WHKl SA&IXE
peerfiiH HE CIE2 22 BUOUHAN= o &EICH COOKIE ECHO CHUNKE &X+ Otk ze=
TCBE =01 ESTABLISHED &EHZ Ol= =0 COOKIE ECHO ACKE && stCt. COOKIE
ACK CHUNKz= CHE DATA CHUNKSF 20| && 2 == J2U BEAl THAI2l M-S0 A0k
SHCH(OlIM HZE 2 st ALY SYELC)

rr

]
-

IMPLEMENTATION NOTE :
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t0||
o
My
=)
H
J&

ot CHH Communication Up Notification = SCTP
AFSHOICH  AJE COOKIE ECHO ACK CHUNKE & X+ OtX
. 12l Ti1-cookie timerE & &Ct. Communication Up
S32 ULPOIAI e40F 8HCH.

COOKIE ECHO CHUNKJ} %=
AMETHUA Lele A2
EXTABKISHEDA EHZ #1& &
NotificationS O|&aol0] H&Z2

x

_gjm
=)
o
a

i
in
o

o

INITOILE INIT ACK chunke CHE chunkE 1 P M bundling 2 = SICt. 12 2 Xkl
A0 L2= SCTP M3l 2tHlAM LiEtLlE |28t Chunk&0l0{0F &FCt GHLH2l endpoint=
INITE =418 22| IPFAM INIT ACKE ZELHFOUOF StCt. ABORT ChunkE® ZE&ot= LDt
= SCTP W22l common header 92| Verification Tag Field= peer2| Initiate Tag (0l & &
/01 0F2H SHCH.

IMPLEMENTATION NOTE : IP =42} SCTP XE&= LBE QL GHLIS| SCTP 2AAEHA 2HHIA
TCBE #J| A& KeyZ2A 0ISE ALY

5.3 Normal Establishment of an association code

r&"

SCTPLIBOl Al Association2 %J| @8t H&EZ 0l0tJ] StCh. SCTP input2 SCTPLIB 2Z& =
Y e 22 XA L inputtd2 == 2lolBHelor 249 10 sctpsockOl Gl 0IE
E 20t =2 =HIE =+=¥= otA Z=0 adl_receive_messageE SoHAM raw socketf!
sctpsocke Soff OIOIEHE &0t S0/ =0 & OI0IEH(IPE Z&dl= SCTPEZEZ [0
BN MMZO0IOF IP AIEHA YAIE hlenZO0l2CH HCOHH OY Held A m3l0letH
mdi_receiveMessageES S&0ol0 202 SCTP IH2!0l bundling =&l chunkS0| &&= o0l
II HEE = StA SCH 202 20l source addressE JHX| 1) state &AMEHO (CHet TH2!
Mel Xl ot X Z2ESHH D0 FAFC IH3! 0let™ rbu_rcvDatagram()2 S Z6HA
Ct. rbu_rcvDatagram() 0l A = bundling&® countft2 Br=5t0 222 chunkE0ll CHSt M2l
StH D=0 switch2 SolA bundling & chunk2l EIQIS &0lgt1D 2+2F9| chunkEe
o A MelE otAHl & Ch.

2t2t9| chunkOll CHol A= chunkE +==otAS [ association2 &HEH ZE0| etMd =S
St H = Ch. SCTP_CONTROLDATA= association2] & & Al X &8HE 0{0F ol= association AFEN
22 timer, init chunk point, cookie_echo &2 =& JIE22M & association&EHE Lt
EtHLHAI €0 OS2 initHAIXIE =80l 2= e CIOIH XelolCt

if ((localData = (SCTP_controlData *) mdi_readSCTP_control()) == NULL) {
event_log(VERBOSE, " DO_5_1_B_INIT: Normal init case ");
/* DO_5_1_B_INIT : Normal case, no association exists yet */
/* save a-sides init—tag from init-chunk to be used as a verification tag of the
sctp—message carrying the initAck (required since no association is created). */

mdi_writeLastInitiateTag(ch_initiateTag(initCID));
/* Limit the number of sendstreams a-side requests to the max. number of input

streams this z—side is willing to accept. */
inbound_streams = min(ch_noOutStreams(initCID), mdi_readLocallnStreams());
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outbound_streams = min(ch_nolInStreams(initCID), mdi_readLocalOutStreams());
/* fire back an InitAck with a Cookie */
initAckCID = ch_makelnitAck(mdi_generateTag(),

mdi_getDefaultMyRwnd(),

outbound_streams,

inbound_streams, mdi_generateStartTSN());

/* retreive a—side source addresses from message */
supportedTypes = mdi_getSupportedAddressTypes();

nrAddresses = ch_|Paddresses(initCID, supportedTypes, rAddresses,
&peerSupportedTypes, &last_source);

if ((supportedTypes & peerSupportedTypes) == 0)
error_log(ERROR_FATAL, "BAKEOFF: Program error, no common address
types in sctlr_init()");
/* enter variable length params initAck */
mdi_readlLocalAddresses(IAddresses, &nlAddresses, &last_source, 1,
peerSupportedTypes, TRUE);
/* enter local addresses into initAck */
if (nlAddresses > 1)
ch_enterlPaddresses(initAckCID, IAddresses, nlAddresses);

/* append cookie to InitAck Chunk */

ch_enterCookieVLP(initCID, initAckCID,
ch_initFixed(initCID), ch_initFixed(initAckCID),
ch_cookieLifeTime(initCID), 0, /* tie tags are both zero */
0, IAddresses, nlAddresses, rAddresses, nrAddresses);

process_further = ch_enterUnrecognizedParameters(initCID, initAckCID,
supportedTypes);

if (orocess_further == 1) {
/*  ch_deleteChunk(initAckCID);
ch_forgetChunk(initCID); */
return_state = STATE_STOP_PARSING; /* to stop parsing without actually
removing it */
/* return return_state; */
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}else {
if (process_further == 1) {
return_state = STATE_STOP_PARSING: /* to stop parsing without actually
removing it */
}
/* send initAck */
bu_put_Ctrl_Chunk(ch_chunkString(initAckCID),NULL);
}
bu_sendAllChunks(NULL);
bu_unlock_sender(NULL);
ch_deleteChunk(initAckCID);
event_log(INTERNAL_EVENT_1, "event: initAck sent");
return return_state;
}
}

Init_chunkE U2 &I association0] && &I A HS &=0/0 M associationOfl
CHet OrRe HEE2EEZ JHXLD UK #=2 &&0let= JHEGHHAM P& 0 0F St

sctlr_init(SCTP_init * init)& = CtOlAM 2 A in, ,out stream number2 X 3AdtD 0|&0] §2H,

M 22 initE 0/&5t0! simple init_ack chunkE A4 &tC}.

gt2 init_chunk®l in streamt out

mdi_generateStartTSN()E Soll =J| tsngt= &&Fot1,
|3t &S 212 in, out2 2 init_ack

stream= XD M KAOAH 2&EE in outS H
fielddil &A&SCt. S XIJdt=  local ip addressE &AFotD  cookieBEE
ch_enterCookieVLP()& S06t0 init_ack 0O &&&tCt. 0 &0 =LA Z2UH
bu_put_Ctrl_Chunk()& 0IEdt HEE =HIE buffer0il &&3t12, bu_sendAllChunks(NULL);

S SE0ot S
ChS2 init2 22 = INIT_ACKE =& & [H2 Ol0Ie XclOICh

gboolean sctlr_initAck(SCTP_init * initAck)
{

state = localData—>association_state;

switch (state) {
case COOKIE_WAIT:

event_log(EXTERNAL_EVENT, "event: initAck in state COOKIE_WAIT");
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/* Set length of chunk to HBO !l */
initCID = ch_makeChunk((SCTP_simple_chunk *) localData—>initChunk);

/* FIXME: check also the noPeerOutStreams <= nol.ocallnStreams */
if (ch_noOutStreams(initAckCID) == 0 || ch_nolnStreams(initAckCID) == 0 ||
ch_initiateTag(initAckCID) == 0) {
if (localData—>initTimer != 0) {
sctp_stopTimer(localData—>initTimer);
localData—>initTimer = 0;
}
/* make and send abort message */
abortCID = ch_makeSimpleChunk(CHUNK_ABORT, FLAG_NONE);
ch_enterErrorCauseData(abortCID, ECC_INVALID_MANDATORY_PARAM, 0,
NULL);
bu_put_Ctrl_Chunk(ch_chunkString(abortCID),NULL);
ch_deleteChunk(abortCID);

bu_unlock_sender(NULL);
bu_sendAllChunks(NULL);

/* delete all data of this association */
mdi_deleteCurrentAssociation();
mdi_communicationLostNotif(0);
mdi_clearAssociationData();

return_state = STATE_STOP_PARSING_REMOVED;
return return_state;

result = mdi_readlLastFromAddress(&destAddress);
if (result 1= 0) {
if (localData—>initTimer = 0) {
sctp_stopTimer(localData—>initTimer);
localData—>initTimer = 0;
}
bu_unlock_sender(NULL);
mdi_deleteCurrentAssociation();
mdi_communicationLostNotif(0);
mdi_clearAssociationData();
return_state = STATE_STOP_PARSING_REMOVED;
return return_state;
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supportedTypes = mdi_getSupportedAddressTypes();

/* retrieve addresses from initAck */

ndAddresses = ch_IPaddresses(initAckCID, supportedTypes, dAddresses,
&peerSupportedTypes, &destAddress);

mdi_writeDestinationAddresses(dAddresses, ndAddresses);

/* initialize rest of association with data received from peer */

inbound_streams = min(ch_noOutStreams(initAckCID),
localData—>NumberOfIinStreams);
outbound_streams = min(ch_noInStreams(initAckCID),
localData—>NumberOfOutStreams);

peerSupportsPRSCTP = ch_getPRSCTPfromInitAck(initAckCID);

mdi_initAssociation(ch_receiverWindow(initAckCID), /* remotes side initial rwnd */

inbound_streams, /* # of remote output/local input streams
*/

outbound_streams, /* # of remote input/local output
streams */

ch_initialTSN(initAckCID), /* remote initial TSN */

ch_initiateTag(initAckCID), /* remote init tag */

ch_initialTSN(initCID),/ local initial TSN for sending /

peerSupportsPRSCTP, FALSE);

event_logii(VERBOSE, "sctlr_InitAck(): called mdi_initAssociation(in—streams=%u,
out—streams=%u)",
inbound_streams,outbound_streams);

/* reset length field again to NBO... x/
ch_chunksString(initCID),

/* free initChunk memory */
ch_forgetChunk(initCID);

cookieCID = ch_makeCookie(ch_cookieParam(initAckCID));
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if (cookieCID < 0) {
event_log(EXTERNAL_EVENT, "received a initAck without cookie");

/* stop shutdown timer */

if (localData—>initTimer != 0) {
sctp_stopTimer(localData—>initTimer);
localData—>initTimer = 0;

}

missing_params.numberOfParams = htonl(1);

missing_params.params[0] = htons(VLPARAM_COOKIE);

scu_abort(ECC_MISSING_MANDATORY_PARAM, 6,
(unsigned charx)&missing_params);

bu_unlock_sender(NULL);

/* delete this association */

return_state = STATE_STOP_PARSING_REMOVED;
localData—>association_state = CLOSED;
localData = NULL;

return return_state;

process_further = ch_enterUnrecognizedErrors(initAckCID,
supportedTypes,
&errorCID,
&preferredPrimary,
&preferredSet,
&peerSupportsIPV4,
&peerSupportsIPVe,
&peerSupportsPRSCTP,
&peerSupportsADDIP);

if (orocess_further == -1) {
ch_forgetChunk(initAckCID);
ch_deleteChunk(cookieCID);
if (errorCID != 0) ch_deleteChunk(errorCID);
bu_unlock_sender(NULL);
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if (localData—>initTimer != 0) {
sctp_stopTimer(localData—>initTimer);
localData—>initTimer = 0;

}

mdi_deleteCurrentAssociation();

mdi_communicationLostNotif(SCTP_COMM_LOST_FAILURE);

mdi_clearAssociationData();

localData—>association_state = CLOSED:;

localData = NULL;

return_state = STATE_STOP_PARSING_REMOVED;

return return_state;

} else if (process_further == 1) {
return_state = STATE_STOP_PARSING;

localData—>cookieChunk = (SCTP_cookie_echo *) ch_chunkString(cookieCID);
/* populate tie tags —> section 5.2.1/5.2.2 /

localData—>local_tie_tag = mdi_readlLocalTag();

localData—>peer_tie_tag = ch_initiateTag(initAckCID);

localData—>NumberOfOutStreams = outbound_streams;
localData—>NumberOfinStreams = inbound_streams;

ch_forgetChunk(cookieCID);
ch_forgetChunk(initAckCID);

/* send cookie back to the address where we got it from */
for (index = 0; index < ndAddresses; index++)
if (adl_equal_address(&(dAddresses[index]),&destAddress)) break;

/* send cookie */

bu_put_Ctrl_Chunk((SCTP_simple_chunk *) localData—>cookieChunk, &index);

if (errorCID 1= 0) {
bu_put_Ctrl_Chunk((SCTP_simple_chunk *)ch_chunkString(errorCID), &index);
ch_deleteChunk(errorCID);

bu_sendAlIChunks(&index);
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bu_unlock_sender(&index);
event_logi(INTERNAL_EVENT_1, "event: sent cookie echo to PATH %u", index);

if (preferredSet == TRUE) {
preferredPath = mdi_getindexForAddress(&preferredPrimary);
if (preferredPath = -1)
pm_setPrimaryPath(preferredPath);

state = COOKIE_ECHOED;

if (localData—>initTimer != 0) sctp_stopTimer(localData—>initTimer);
/* start cookie timer */
localData—>initTimer = adl_startTimer(localData—>initTimerDuration,

&sci_timer_expired, TIMER_TYPE_INIT,

(void *) &localData—>associationlD,
NULL);
break;

case COOKIE_ECHOED:
/* Duplicated initAck, ignore */
event_log(EXTERNAL_EVENT, "event: duplicatied sctlr_initAck in state
COOKIE_ECHOED");
break;
case CLOSED:
case ESTABLISHED:
case SHUTDOWNPENDING:
case SHUTDOWNRECEIVED:
case SHUTDOWNSENT:
/* In this states the initAck is unexpected event. */
event_logi(EXTERNAL_EVENT, "discarding event: sctlr_initAck in state %02d",
state);
break;
default:
/* error logging: unknown event */
event_logi(EXTERNAL_EVENT, "sctlr_initAck: unknown state %02d", state);
break;
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}

INIT_ACK chunkE 2tt=2 ([ sctlr_initAck((SCTP_init *)& ==} 0l ECt.

ol
i)

Init_ackE ZUAS AN &2 init= 0/0] LESH A20|J|0 & TCB(association & £)Jt
M= AEO|Ch.(client side). JEJ(0l & control &2l association stateOH et 291
= Ct. Association_state J} COOKIE_WAIT AEH @2 O] &¥ES =&otAH & Jd, LN
= SAIGHAH &Lt 2k association_state Jt COOKIE_WAITO|2tH, 202 |n|t_ack chunk
£ JXNI2 &M stream Ji== X3St mdi_initAssociation()2 O0l&3t0 association]
flowcontrol, stream engines= =& & %= U= IS BH=CL

Init_ack® 2 E JtXI1D cookie_echo chunkE Mol M&6t0 &M AEHZE cookie_echoed
AEHZ B3RO S init_timerE SXIotd] Ht= adl_startTimer()& S0t /* start cookie
timer */E ==& &tCt Sctp inithd S =G| HA &=
SEotHA AIZGHA & L. Sctp_associatexE t

SEotH =

0
ol

= 88Z=0lA sctp_associatex() call2
M lib LHROWA scu_associate() &+

fol
[IA]
[e]]

scu_associate()&t=E &1 E& 5 GlAL

ol

void scu_associate(unsigned short noOfOutStreams,
unsigned short noOfInStreams,
union sockunion* destinationList,
unsigned int numDestAddresses,
gboolean withPRSCTP)

guint32 state;

guint16 nlAddresses;

union sockunion IAddresses[MAX_NUM_ADDRESSES];
ChunkID initCID;

unsigned int supportedTypes = 0, count;

/* ULP has called sctp_associate at distribution.
Distribution has allready allocated the association data and partially initialized */

if ((localData = (SCTP_controlData *) mdi_readSCTP_control()) == NULL) {
error_log(ERROR_MAJOR, "read SCTP-control failed");
return;

state = localData—>association_state;
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switch (state) {
case CLOSED:
event_log(EXTERNAL_EVENT, "event: scu_assocatiate in state CLOSED");
/* create init chunk and write data to it —— take AssoclID as tag !!! */
initCID = ch_makelnit(mdi_readlLocalTag(),
mdi_getDefaultMyRwnd(),
noOfOutStreams, noOfInStreams,
mdi_generateStartTSN());

/* store the number of streams */
localData—>NumberOfOutStreams = noOfOutStreams;
localData—>NumberOfinStreams = noOfInStreams:;

supportedTypes = mdi_getSupportedAddressTypes();

/* enter enter local addresses to message. | send an Init here, so
* | will include all of my addresses !
*/
mdi_readlLocalAddresses(IAddresses,
&nlAddresses,
destinationList,
numDestAddresses,
supportedTypes,
FALSE);

event_logi(VERBOSE, "1: supportedTypes : %u", supportedTypes);

if (withPRSCTP) {
ch_addParameterTolnitChunk(initCID, VLPARAM_PRSCTP, 0, NULL);

#ifdef BAKEOFF
ch_addParameterTolnitChunk(initCID, 0x8123, 17, (unsigned char*)localData);
ch_addParameterTolnitChunk(initCID, 0x8343, 23, (unsigned char*)localData);
ch_addParameterTolnitChunk(initCID, 0x8324, 1, (unsigned char*)localData);
ch_addParameterTolnitChunk(initCID, 0xC123, 31, (unsigned charx)localData);
#endif

#ifdef HAVE_IPV6
if (supportedTypes == SUPPORT_ADDRESS_TYPE_IPV6) {
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ch_enterSupportedAddressTypes(initCID, FALSE, TRUE, FALSE);
} else if (supportedTypes == SUPPORT_ADDRESS_TYPE_IPV4) {
ch_enterSupportedAddressTypes(initCID, TRUE, FALSE, FALSE);
} else if (supportedTypes == (SUPPORT_ADDRESS_TYPE_IPV6 |
SUPPORT_ADDRESS_TYPE_IPV4)) {
ch_enterSupportedAddressTypes(initCID, TRUE, TRUE, FALSE);
} else
error_log(ERROR_MAJOR, "CHECKME: Did not set correct SUPPORTED ADDR
TYPES parram");
#else
ch_enterSupportedAddressTypes(initCID, TRUE, FALSE, FALSE);
#endif

event_logi(VERBOSE, "2: supportedTypes : %u", supportedTypes);

if (nlAddresses > 1)
ch_enterlPaddresses(initCID, IAddresses, nlAddresses);

localData—>initChunk = (SCTP_init *) ch_chunkString(initCID);
ch_forgetChunk(initCID);

/* send init chunk */

for (count = 0; count < numDestAddresses; count++) {
bu_put_Ctrl_Chunk((SCTP_simple_chunk *) localData—>initChunk, &count);
bu_sendAlIChunks(&count);

localData—>cookieChunk = NULL;
localData—>local_tie_tag = 0;
localData—>peer_tie_tag = 0;

/* start init timer =/
localData—>initTimerDuration = pm_readRTO(pm_readPrimaryPath());

if (localData—>initTimer != 0) sctp_stopTimer(localData—>initTimer);
localData—>initTimer = adl_startTimer(localData—>initTimerDuration,

&sci_timer_expired,
TIMER_TYPE_INIT,
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(void *) &localData—>associationlD,
NULL);

state = COOKIE_WAIT;
break;
default:
error_logi(EXTERNAL_EVENT_X, "Erroneous Event : scu_associate called in
state %u", state);
break;

localData—>association_state = state;
localData = NULL;

}

otet & IH association*Z M0l U= control stateJt CLOSED AMEHY (H 2t associationS % J|
fI8t init_chunk IH2!2 MAHE == QUL ch_makehit)&+E S A init chunkE 2t=1
bu_put_Ctrl_Chunk()& ==& init_chunkE 2UW W& bundling instancetil =Jt otA & Ct. SHAl
ot dHEC=z nit2 BY e U0IHE HEE Y XX 2=Ch

5.3.1 Generation State Cookie

INIT CHUNK2l SE2Z INIT ACKE EY [ INIT ACK2] &= AlIXt= State CookieE MAHGILD
INIT ACK 2| State Cookie LtctOIE 20l @O 2 LHOFEH StCH O State Cookie Ct0ll= 4l

Atel MAC(Message Authentication Code)2t State Cookiell MY AIZ2E, el HZES fd Z

28t 2 2t S0 UL
CtS2l EH= State CookieS & St)| ?IoHA FoiOF ot= SAHIOICH

1) =&IE INIT2 U= outgoing INIT ACK CHUNKZRH HZ TCB 0|8 HEEE 4

o
Q

CBotOl O o &M Al2tlt Z2& = Itet0lH Valid.Cookie.LifeOil CHE M FIIE

3) TC {1 TCB M M4=S ?loil 228 22 off &=2 +&otl] 2XotH 0 =2
o &=t "l JIE 0186t MACE ddsttt

4) §22 M3 MACS Z 2t X80t State CookieS &4 stCh.

State Cookie ILI2tOIEHE JHE INIT ACK2l &4 =0 S4&IX= resource Attack®J| <ol
TCBe 1 o121} 2= O®™ CH2 local AHRS X0k LY.
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st HEols= Al
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O10F2t ot State Cookie ©tC| MH =J)|= MACS |R=42 FZ otJ| ot 0IE&=
O AESE0 0 A2 845 2Ed=S 2&ot)| flotH Jiss J

OFS 01 0F SHCH.
6. USER DATA TRANSFER

ibZEWM OI0IH && =0l 2d&E XM= data_chunk, flowcontrol, rtx_buffer,
bundling_instanceO|Ct. S&0lA GOl &&= =AM data_chunkE 4&ot) &1 GIOIH
E MEES st YAl HIHQ! rix_buffertl &€ ot =Ct. 2% bundling_instancedl max
mtuCttlA bundling £ Gt MES S™GHH ECh O = FA&ECSZ W30l & otUCH
= sack packetOl 29 rtx_bufferfff 22 E data_chunkE X1 X 21 time_outOl
Lt sackpacketOl gapOlLt dup packetOl UM HY &S tsn2 rix_bufferOil Al = Aol CHAI

s sdsetlh

r

Data_chunk | ReceiveStream
l ) PATHdata T
flowcontro | StreamEngine
. rx_bufier | PATHMAMDATA rac_buffer

L & | bundling_instance + bundling_instance —T

— £
* PATHMANDATA

rxc_buffer | rts_bufter |
I PATHdata t
StreamEngine | flaweontrol |
I i
_ ReceiveStream | | Data_chunk |
assocation

CIOIE Md&2 BFE= Al ESTABLISHED, SHUTDOWN-PENDING, 12l SHUTDOWN-RECEIVED
AEH AMOIIAM 2 O{LEOF SHCH CH2H COOKIE-WAIT AEHOII A outbound COOKIE ECHO chunk2t
&M bundleZl &= G1EE& DATA chunkS2 22 M= 0I2/0ICt. DATA chunkS2 BHEAI
ESTABLISHED, SHUTDOWN_PENDING, SHUTDOWN_SENT W2l RS0 et =&lZ 0 0f st
Ct. CLOSED &tEHOIIAl ==&IEl DATA chunk= out of the blueOl ] 8.4(Handle "out of the blue”
Packets)Oll 2ol XMelZIHOF StCt. CHE &EH0IA ==4&lE DATA chunk= discard%l OF StCH.
SACK= BHE= Al ESTABLISHED, SHUTDOWN-PENDING, 12l SHUTDOWN-RECEIVED LH Ol Al
HMel I0{0F StCh.

SCTP s=&lXt= BIEAl StLEQl SCTP packettl = A8t 1500byte= MESE = U OF SHCH.
0lZd2 SCTP endpointJt INITLE INIT ACK Al M&&E Initial a_rwndOll A 1500byte 20+ &2

A JtelHAAME e HU= RS 20Iett. 28X/ dES ?ldil SCTP= &2 AtEXL O



AMXISZ bundlectl) HCHet MEX BIAIXISS fragmentation ot <& HIZILISSS &
ojettt. TS GOl &2 SCTPE S&t MEXN HAIXNZES a8 20 S0

Fm +
SCTP user ™
================|==|==========s==s=sossssosooooes
| v (1)
e I e +
|  SCTP DATA Chunks [ SCTP Control Chunks I
e + +
™ ™
| v(2) | v (2)
e +
| SCTP packets |
e +
SCTP ™
================so=sosoc|==|============ssssssssossossooaes
| v

Connectionless Packet Transfer Service (e.g., IP)

Figure 6: lllustration of User Data Transfer

Olet A& 0 A DATA chunkE & &3t= endpointE "data sender"2t) St1) DATA chunkE =

&15t= endpointE "data receiver"cti] $tLCt. data receiveri= SACK chunkE M &E& 240IC.

1) user messageE DATA chunkZ HtZ [, H™ endpoint= & HAZ0 M2 path MTUZCH
2 user messageES Cts=2| DATA chunk==Z fragment& Z0|Ct. Data receiver= 28
user(upper layer)& M Z35tD| &0l DATA chunk=2l fragmentE OIAIXIS HEE & 240l
Ck.

ol

2) 2l path MTUSl HRIE =IGHAl 2= & Ct+=2 DATA% control chunkES &&
Jl 215t otLtel SCTP IH2!OIA bundleE=l & == UChreceiver= IH2S AcH2 chunk
2 unbundleg 2I0ICt. Control chunk&2 EBtE= Al TH3! WHOIA CtE DATA chunkE 2Ch
ol fIXI aior StCh.

uin

H

Fragmentationdt Bundling 0I9tL| &2 data sender0fl 2|6 ?8 &= OPTIONAL J|s0ICh ol
X2 Ol HIJtLIZEE data receiverfil M= BHEAl 2SS 0{0F StCH CHAl Z6H 8+ endpoint
= BtZ=Al bundle® AL fragment= GIOIEHE BHOF X2l OF &t

A

Streamengine.c
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/* calculate nr. of necessary chunks —> use fc_getMTU() later !!! */
numberOfSegments = byteCount / SCTP_MAXIMUM_DATA_LENGTH;
residual = byteCount % SCTP_MAXIMUM_DATA_LENGTH:;
if (residual !=0) {

numberOfSegments++;
}else {
residual = SCTP_MAXIMUM_DATA_LENGTH;

if (maxQueuelen > 0) {
if ((numberOfSegments + fc_readNumberOfQueuedChunks()) > maxQueuelen)
return SCTP_QUEUE_EXCEEDED:;

for (i = 1; i <= numberOfSegments; i++)
{
cdata = malloc(sizeof(chunk_data));
if (cdata == NULL) {
/* FIXME: this is unclean, as we have already assigned some TSNs etc,
and * maybe queued parts of this message in the queue, this should be
cleaned * up... */
return SCTP_OUT_OF_RESOURCES;

dchunk = (SCTP_data_chunk*)cdata—>data;

if ((1=1) && (i != numberOfSegments))

{
dchunk—>chunk_flags = 0;
bCount = SCTP_MAXIMUM_DATA_LENGTH;
event_log (VERBOSE, "NEXT FRAGMENTED CHUNK -> MIDDLE");
}
else if (i==1)
{
dchunk=>chunk_flags = SCTP_DATA_BEGIN_SEGMENT;
event_log (VERBOSE, "NEXT FRAGMENTED CHUNK —> BEGIN");
bCount = SCTP_MAXIMUM_DATA_LENGTH;
}
else if (i == numberOfSegments)
{
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dchunk—>chunk_flags = SCTP_DATA_END_SEGMENT;
event_log (EXTERNAL_EVENT, "NEXT FRAGMENTED CHUNK —> END");
bCount = residual;

dchunk—>chunk_id = CHUNK_DATA;
dchunk—>chunk_length = htons ((unsigned short)(bCount +

FIXED_DATA_CHUNK_SIZE));

dchunk=>tsn = htonl (0);
dchunk->stream_id = htons (streamld);
dchunk—>protocolld = protocolld;

if (unorderedDelivery)

{

}

else

{

dchunk—>stream_sn = 0;
dchunk=>chunk_flags += SCTP_DATA_UNORDERED;

/* unordered flag not put */
dchunk—>stream_sn = htons ((unsigned short)
(se—>SendStreams|[streamld].nextSSN));
/* only after the last segment we increase the SSN */
if (i == numberOfSegments) {
se—>SendStreams[streamld].nextSSN++;
se—>SendStreams[streamld].nextSSN =
se—>SendStreams[streamld].nextSSN % 0x10000;

memcpy (dchunk—>data, bufPosition, bCount);
bufPosition += bCount * sizeof(unsigned char);

event_logiii (EXTERNAL_EVENT, "======> SE sends fragment %d of chunk

(SSN=%u, SID=%u) to FlowControl <======",
i, ntohs (dchunk->stream_sn),ntohs (dchunk->stream_id));

if (Ise—>unreliable) lifetime = OxFFFFFFFF;

result = fc_send_data_chunk (cdata, destAddressindex, lifetime, dontBundle,
context);

33



if (result I= SCTP_SUCCESS) {
error_logi (ERROR_MINOR, "se_ulpsend() failed with result %d", result);
/* FIXME : Howto Propagate an Error here — Result gets overwritten on
next Call */
retVal = result;

}

return retVal;

}

Ulp_send functionOil Al GIOIEHE Z0t=2 = GIOIEI muECt 2™ segmentationE =&
ot Al =ICt. SegmentationAl = S OIOIE = SCTP_DATA BEGIN_SEGMENT, =Z2HHI0IE = 0
2 0tXI2 Ol0le = SCTP_DATA_END_SEGMENTE chunk_flagstl &6t0 endZ0lA recv

s Al I X8H=IC},
6.1 Transmission of DATA Chunks

0l &M= destination transport addressOtCt &2 &S EOIHIE U= AME A ESHCL
SHXIBH RS 2t DATA chunkOICH THE S EIOIBE XTS5 olior StCH ChS 2EHEQol RA
=2 outbound DATA chunkl & L M EES Gt= data senderll BHEA HE ;
ChA) - F=O{& AlZ2H0ll, data sender= peerl rwndJt 21 peerl HI{ 32+0|
2910 UH L destination transport address2E= M & OI0IHE &&EdHM
JefLh 8reF cwnddb 50| Js0l ol SICHH rwnd0l A2 810l data sender= ofLIES
Data Chunk& &= & == QUL 0l1H & 22 data receiver22H data sender0il M&&E=
SACKO| &4 ZAJ| =201 LAHHE rwndll HSIE data senderdt EHEGHI| 2IGHH ALS
SO &ICH

rr
e
n
Q

B) H- =0 & AlI2H0ll, sender= cwndLt transport addressOil HelT Xl %2 X2 byte
datasS 2 JtA LD ACHH =& transport addressZ MZ=2 HIOIHE dEoHA= o S

C) Senderdt M&E= oH0F & AIZ2H0l = M, ME&& DATA chunkE 2UWJ| &0l sender=
HA (2 cwndOll 2ol HME D) MESS ol EIIE XM2lT X 22 Dada chunkE &
SolilOF StCt.

D) Sender= 7+ A2t B2 +#%0| 51& ol= 8 MZ2 DATA chunkSS %0l 2< = UCH.

flowcontrol.c

if (peer_rwnd == 0 && fc—>one_packet_inflight == TRUE) { /* section 6.1.A */
event_log(VERBOSE, "NOT SENDING (peer rwnd == 0 and already one packet in
flight ");
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event_log(VERBOSE, "###H####H##H#HH#H#H#H#H#H### —> Returned in
fc_check_for_txmit #H##H#HHHHHHHHHHHHH#HH");
return 1;

6.2 Acknowledgement on Reception of DATA Chunk

HEDESE 52 & U2 DATA chunke= &Y IH3! LHOI bundleg %= QUL GH=0l, ME
& Z DATA chunkE2 3! 3AJIJt & MPath MTUE =16tK L= & MZ2 DATA chunk
=13 M bundle® £ UCH.

application

dataArriveNaotif()
Scip._receive()

| PATHMANDATA -

L | bundling..instance » bundling..instance

Beceive-window

If data==sack Qtﬁ@lﬁwﬁmh()

If sack==gap Se. notification()
Retransmission, cwnd reduce
If sack==true

cwnd increse
Data packetS #=&! Al sack packet2 2 S olfOF SHC| sackd 2 0= &M HANOZ 4l
El packet2 cumulative ack 2t0l 80| &1 E2 ES5& AL, gapll U= 20| LS
SHOH 240l Ogt 2 E sack@Z2 ot & ot MES st 2 e
association0| 20 X0 TCBEZEO| =&E =0l OOIEH 85 Al 85 Z0AM max mtultoil
M bundlingE GIOIEHE =& S22 MES & 1 F 22 OI0IHE rxc_buffer0fl
dYsS ot M MEE OOIEJE TSNgtOl SHtE OIO0IEcHH gaplt dupatES HAIGH
21 streamengine0il A de-segmentations +eist = M HdSE streamZB2 2 HOIHE
H21C O = se_notification&E =2 Sol instance& & Al S=0oi =2 Data_notification X

2

t0 streamOlM OIOIEHE

o
ol

£ +@&tC}. Data_notificationOl Al sctp_receive &+ZE call
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Aol 20 O = A0 2 HO0IH AIOIXBHZ &M received &R E SIHAIZICH

6.2.1 Processing a Received SACK

Endpointdt 22 2t2t2| SACKE a rwnd2tS ZEE &L 0l g8t2 SACKE d&ot= Al
data receiver® T SAHIH S2H0l H0ty= HIOHJU= HIHS ESS LIELHCE
sender= a_rwndE O|Z3dt0 peerl =&HIH S2tE UEU=E RS g & = UCHL

R

SACKE HMcl& [ data sender)t accountOil takedliOF ot= SM= & olls =AM X
%EeE SACKIE #=4lEl £ QCH= 2d0ICH data receiverOll 2lofl &=4AIE SACKE 20 BN
SACKE pass& #= QUL data sender®l HXA 4&IE = UCH (?). 2 =MIF RHX %=

SACKJ} #=4lZ|™ data sender= peerl =4&IHIH 22t X %2 viewE MWL = UL

o
x

out-of-order SACKE ZXlot=0 MEBE = Uses H EXIF 20, data sender=
SACKIlI M=z& AeXE mEs)|l <ol &A= 28 (heuristics)S A ot &t}
rbu_rcvDatagram()0ll M case CHUNK_SACKOIl A sack chunk ==4&1 Al OIOIHE Xcl&tLh.

0P
ol
=
2

Rbundling.c

case CHUNK_SACK:
event_|og(INTERNAL_EVENT_Q, "sxx*xxxxxxxxxxxxxxx* Bundling received
SACK chunk");
rtx_process_sack(address_index, chunk, len);
break;

rtx_process_sack(address_index, chunk, len);& == sack packetE U2 M2 2 HZFCQI
&S GAIotD UCH =4S SACKOIAM Cumulative TSN Ack2t Gap Ack BlockOl Al a_rwnd
£ 0/85t0 rwndE A AHGH)| 215t0d endpoint= TS AR SS AISESHLL

g0

A) association0| 0|0 XIH, endpoint= INITOIL} INIT ACKH ZAIEl peerl Advertised
Receiver Window Credit (a_rwnd)& rwndE Z=DJ|3}&tC}.

B) DATA chunkJt peer2 & &% ™, endpoint= peer2l rwndZ2=E chunk®l data sizeE i Ct.

C) DATA chunkJt THE &2 2ol mark& &, rwnd0l 21 chunk2| data 3J[18t= [ StCH.

010

2t 20l =

02
o

D) SACKJI &=&ot®, endpoint= Ch Ct.

i) OteF Cumulative TSN AckJl Cumulative TSN Ack Point2Ct 2™, SACKE dropgtCh.
Cumulative TSN Ack JF ©&=3dl SItot2 U2, Cumulative TSN AckJt Cumulative TSN Ack
Point2Ct &2 SACKE= out-of-order SACKE Jtel2ICh.

ii) Cumulative TSN Ack®t Gap Ack BlockE X cl|&t

= d
A Mel&X @2 HiolE =23 H gt 25 &&stlh

£ M8 =&& a_rwnd OlAl OF
P



Ok

ii) 8t SACKOIl Gap Ack BlockE Soff &0l acknowledge&l S TSNO| WA UJUCHH, HA
Jt=¢gt DATA chunk® XIS &= markstClh.

7. Dynamic Address Reconfiguration

SCTPS| & &0l ADDIP #AHig EUWUZ JIE SCTPLIBII XI&otK 2= S= F
(DAR; Dynamic Address Reconfiguration) 2= F=Iiotd =& HSUH A2 IP O
30t= ct0lEe4el0lCh.

7.1 Additional Chunks and Parameter

reliabledt control information &0 AFEE S JtAl MEZ& chunk type0il CHoll &2

Chunk Type Chunk Name
0xCH1 Address Configuration Change chunk (ASCONF)
0x80 Address Configuration Acknowledgment  (ASCONF-ACK)
7.1.1 ASCONF

ASCONF= remote endpoint2t2| S&I0 AtEECH ASCONF chunkOilM 28t 2=
TLV(Type length value)2l HEHZ AFEECH 0l chunk= SCTP_AUTHOI &2lE mechanism2
Ol26tH ISE0 MSECH 202 0] chunkdt ISEIX &0 AT SCTP_AUTHUHIA &
olel U2 HefRIC

0 1 2 3
01234567890123456789012345678901
—t—t—t—t—t—t—t—t—F—t—F—t—F—t—t—t—t—t—t—t—F—t—F—+—F——F—+—+—+—+—+

| Type = 0xC1 | Chunk Flags | Chunk Length I
—t—t—t—t—t—t—t—t—t—F—t—t—t—t—t—F—F—F—t—F—F—F—t—F—F—+—+

| Serial Number |
—t—t—t—t—F—t—F—t—F—t—F—t—F—t—F—t—F—t—F—t—F—t—F—+—F—+—F—+—F+—+—+—+

| Address Parameter |
—t—t—t—t—t—t—t—t—F—t—F—t—t—t—t—t—Ft—t—Ft—t—F—t—t—F—t—+—+—+

| ASCONF Parameter #1 |

"

—t—t =ttt —t—t—t—t—t—t—t—t—t—t—F—t—t—t =ttt —F—t—t ==ttt —F—+—+
W
/ /
W

s T s et T s T s ma St
| ASCONF Parameter #N |

e T s S T e e St St S L e et

Serial Number : 32 bits (unsigned integer)

fob
g
0%

serial number= ASCONF chunkOl CHSt serial numberE X & &Lt serial number2l &
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?l= 0-2*%*32-10|Ct.
Address Parameter : 8 or 20 bytes (depending on the address type)

Ol field= IPv6, IPv4 S AQ] =4 parameterE L& &tC. 0| A= ASCONF chunk &l
Aol =A0IC =A== peer endpointOll 2ol association2] =0 DA & MOF ot Ol
field= ASCONF ==&IXtJt associationS ZHct=0 &S0 ZIH AEZI&ECH =2 :000]
SATHA MBS0 Ao O HM3E FEZ20 2o association0l ZME X2 Ol
parameter= 2= ASCONF messageflAl & &0 0F StCt.

Note: host name address= ZWH HA= &0, 0@ ASCONF messageOll A ==&IZ O &l
CtH R AIZIO{0F SHCH.

ASCONF Parameter: TLV format

ASCONF chunk format2 ASCONF chunkZ OIGliot Al RotH =41 50| &4 S0HH 21006t

NS TSHCH RFC296001 M=% A HE chunk type2l &% HIEE MHEE

0l == RUCH ASCONF chunk2l &2 & HIE= 12 M EEC RFC296001 A=

chunkE O|GHGHAl =8t =4l ’—.‘S chunkE skipdtl processing2 Hl=otk= 0 - UHA Ol
-

&2 HESZ Al

M, “Unrecognized chunk type' errorl ZMES AtEdt= Operation
error chunk0fl 208tCt. 0| X2 associationES =HotAl L X SAIXOA O Ol&te OE
=2 4Jd

ASCONF chunk ¢ = 8lS= XAl
7.1.2 ASCONF-ACK

Ol chunk= ack 210l CHSH ASCONF chunk® Z=41 =0 2loll AtEEICH
clE O1® ASCONF parameter0il CHSH Z1iJF 00ILF 1 Ol&tS| gio2 mH&u 0l chunks
SCTP_AUTHOI &2/ mechanism& MES&CZM 2ISE 2 MdE T0oF eth. oS
Xl &2 ChunkJb =4IEH SCTP_AUTHOI Ho& Oz X80l AHEC

0 1 2 3

01234567890123456789012345678901

Attt =ttt =ttt —F — = — bt~ —F—F—F—F—F—F—+—+
| Type = 0x80 | Chunk Flags | Chunk Length |

—t—t—t—t—t—t—t—t—t—t—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—F—+—+
| Serial Number |

Attt =ttt —F—F =t~ —F —t—t—F— b=t~ —F—F—t—F—F—F—+—+
| ASCONF Parameter Response#1 |

+—t—t—F—F—F—F—F—F—F—F—F—F—F—+—F—t—t—t—F—F—t—t—t—t—F—F—F—F—+—+—+
W

/ e /

W

bttt —t—F— bt —F —F—t—t—F — =t~ —F — bt —t—F — b —F =t —F—F—+—+—+
| ASCONF Parameter Response #N |

t—t bttt ==t —F—F—F—F—t—t—+—+—t—t—+—+—+—t—t—t—+—+—+—+—+—+—+—+
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ASCONF parameter response= ASCONF-ACKOIlAl ASCONF processing2 AEH 200 AtE
=L CZEZ, responding endpointdt ({® error cause&™ HE8IGHAI 228, 4301 XA
Ct. Ol2t Z0l ASCONF-ACK2| &4&lAt= Chunk Type, Chunk Flag, Chunk Length, Serial
NumberE BHEH&ICZ M ASCONF2l RE TLVO| &tNM&t 452 Jtel2ICh

7.1.3 New Parameter Types

Address Configuration Parameters  Parameter Type

Set Primary Address 0xC004
Adaptation Layer Indication 0xC006

Parameters that can be used in INIT/INIT-ACK chunk

Address Configuration Parameters  Parameter Type

Add IP Address 0xC001
Delete IP Address 0xC002
Set Primary Address 0xC004

Parameters used in ASCONF Parameter

Address Configuration Parameters  Parameter Type

Error Cause Indication 0xC003
Success Indication 0xC005

Parameters used in ASCONF Parameter Response

B8R %2 RUAM UEILl= H{™ parameter= invalid parameterl ==& =0 <25l
ABORTZ BtS& == QUL =4l =0| abort o= XS HotX H2H, 0| parameter= 2

A& MOF 8HCH

- o

7.1.4 Add IP Address, Delete IP Address, Set Primary Address

0 1 2 3
0 12345678901 234567890 123456789 01
Fot—t—t—t—t—t—t—t—t—t—t—F—F—t—t—F—F—t—t—t—F—t—F—F—F—t—Ft—F—F—+—+
| Type | Length = Variable |
t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—Ft—t—t—t—F—t—F—t—F—t—+—+
| ASCONF-Request Correlation 1D |
ottt bttt bttt — b —F—t b —F = — b —F—F—t—F—F
| Address Parameter |
Ft—t—t bttt bttt bttt bttt =ttt b —F—t—F—F—t—+—+

Jo
o

2210l LA E parameter2l Q1S 2o SAX0 Slof E€EE =2 8 4=0|Ct. ASCONF
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chunk® ==4&1Xt= ASCONF-ACK response parameter2 ASCONF response correlation 1D field Ol
Ol 32bit g2 =S AISCH. ASCONFS| & AIXH= responselt Q7P ots= S Jl fgt
ASCONF-ACKS| &2 gt MEE == ULt =41 =0| 0] 32bit S HILY = QUSS F2

ol OF StCh. IP address parameter F=Jt= 22 ASCONF chunk typeOl M L+EFHHCE.

7.1.5 Success Indication

0 1 2 3

01234567890123456789012345678901
+—t—t—t—F—Ft—t—t—F—F—t—F—F—F—t—F—F—F—t—F—F—F—t—F—F—F——F—F—+—+—+
| Type = 0xC005 Length = 8 |
f—t—t—t—t—t—t—F—F—F—F—F—F—F—F—F—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t+—+
| ASCONF-Response Correlation I1D |
+—t—t—t—F—Ft—t—t—F—F—t—F—F—F—t—F—F—F—t—F—F—F—t—F—F—F——F—F—F+—+—+

defaultZM responding endpointdt O{E QA TLVOHl OIS errors E106HA oW
success= LSXHOZ HAIECH 02 20l ASCONF-ACKS &4 =2 2% Chunk type
(=]

Chunk Flag, Chunk Length, Serial Number2| B2t 2 M ASCONFUHIA 2= TLVS 22886 &
=2 HAIE == QUCh. responding endpoint= ASCONF Parameter Response 212 852 bt

fon

SO 2 M, QAN st 830 BENE HAIHoZ M8 =& UL
parameter= 22 ASCONF-ACKOIACH LIEFY == UCH.

[

. Success Indication

7.1.6 Adaptation Layer Indication

0 1 2 3
01234567890123456789012345678901
—t—t—t—t—t—t—F—t—t—t—F—t—t—F—t—t =ttt —t—t—F—F—t—t—F—F—F—F—F+—+
| Type =0xC006 I Length = 8 |
—t—t—t—t—t—t—F—t -ttt -ttt —F—F—F——F—F—F—F—F—+—+—+—+
| Adaptation Code point |
—t—t—t—t—t—t—F—t—t—t—F—t—t—F—t—t =ttt —t—t—F—F—t—t—F—F—F—F—F+—+

upper later protocol®| S&I0 CHoH YAl T/ H&A parameter. flow controldt INIT, INIT CHUNK
ol 28t S ™0oF & 2F &= indication?! CIE adaptation laterdt AFETIHE H &,

Ol parameterE AIE3IIIE Fdl= A2z F2E 22°| adaptation layer= RFCH & 2l&
AtEZ b S0l CHst adaptatlon code pointE HAIoHOF &tCt. O parameter= =& SCTP
implementation0l 2|6 examine T/ Xl ©+%|1), upper layer protocoltil == StH pass
SIO1 M OF SHCH.

Note: Ol parameter=

F=A9| addition, deletion 2F WA AFEE Xl &£ X2, upper layer
protocol2| HE|E 2Ioi AtE

Ct

il
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adaptation layer indication parameter= INIT, INIT ACK ChunkOl LIEFY == U1, SCTP AEH
9| upper layer protocol configuration0il J|=8t ==& upper layer protocolé SW&CH Ol
parameter= O CtE chunk®l 2WAISH CtElD, OHE chunkOlAd OlXE =&ISHTGHA
chunk= 01212 S AIGHOF SHCH.
7.1.7 New Error Causes

Value Cause Code

0x0100 Request to Delete Last Remaining IP Address.

0x0101 Operation Refused Due to Resource Shortage.

0x0102 Request to Delete Source |IP Address.

0x0103 Association Aborted due to illegal ASCONF-ACK

0x0104 Request refused — no authorization.
ChAR JHel MEZ& Error Causes= FZ ASCONF-ACK ChunkOIMSl AlE222 SCTP
Operational Errors0il =Jt&l Ct.
7.2 Procedures
7.2.1 ASCONF Chunk Procedures
endpointJt ASCONF signal changeE C+E endpointtilHl EXS M CiS2 EXE GEC
Al) ASCONFE M4 £ Chunke= remote endpointOff ELHE TLVS RLE Z st HBet 2

request®| uniquedt correlation identitiesE

e ook StCh.

A2) 120t 2 serial number= Chunk0fl 2SI HOF 3t association2 Al initial TSN
o 22 UeZ IS I MOF StCH ASCONF ChunkJt MAZE [MOICH MEHN M4E
chunkOll serial numberJt &2 & = 14 ZIHE/{0F StCt.

A3) OtLIOJ &2l ASCONF chunkE JHAIXl 22 SCTP IH2!0| remote peerOlH MEEH, S4l
=2 T-4 RTO timerE AIE0OH0F ot 1) MEHE destination address2| RTO value(Z2& primary
path)E AtZ8tCt.

AS)OtXISt BLHA serial numberE ACKS' ASCONF_ACKJF ST &3otH, &4 =2 T-4 RTO
timerE 2 #O0F ot12 RFC29602| 8.1ut 8.201 &Hol=E XY St associationdt destination error

counterE clearstCh.

AB)endpoint= ELHE CtYs RES LHEcle S A E2E 2AY = A= ASCONF-

ACKAIOIOIM 2= TLVE processdll OF StCt.

A7)TLV parameterOﬂ St error responsedt =4IE&H B2 = A0l AIHE TLve &M 2
€ TWveE BADA (JACH 36 A2 2tFE . failed response £2| 2E TLVE YAl



2 43 X AIJb parametertfl CHSH EAIO 12X AIHZ 2t=EICh

A8)TLV parameterE ZFAIGtL] £
EICH

ot ZAIE responseldt SICH BE QES 8832= 2=+

A9)peerJt ASCONF Chunk type= CIAIGHK &% E ERROR chunk reportingdt 21 ASCONFOIl
BISol2H ASCONFS SAIXt= O 0l42] ASCONF ChunkE BUA=E &l 1219 T4
timerE 2 0F &Lt

7.2.2 Congestion Control of ASCONF Chunks

ASCONF Chunk transfer procedure H2I0lA, O &2 networkH0lAl congestion2
IIXl = A0l E=HOICH 01242 £45tI| <IoH, ASCONF Chunks2l & E0 A&l

Al

b,

0 NC

C1l) ASCONF ChunkZE holdingdl= dtL

unacknowledge &'EH0I US Zd0ICH =4

Chunk &&0] ZQR6tCHD ZHEGHH, O3
J

8t ASCONF-ACK ChunkJt S0t= [HHA

L

9| SCTP packet2 O Al2H0|l transitut
0l ASCONF ChunkE &&= =0l CHE ASCONF
| ASCONFE EZLUWHJ| &0l Ol ASCONFO CH
Cted0F SHCt.

1o I

C2) ASCONF ChunkJ} CtE ASCONF ChunksE E&dtl= CHE chunk type2t bundled & &
%= QUCH 92k 2 ASCONF ChunksOl bundled@ @, chunks= serial numberE BtE6l=
sequential orderE LIEFLIOF SFCH.

C3) ASCONF-ACK Chunkz= CHE ASCONF-ACK ChunksE E&tol= CFE chunk typel =z
bundle=l{ & == ULt

C4) ASCONF2t ASCONF-ACK Chunks= ESTABLISHED, SHUTDOWN-PENDING, SHUTDOWN-
RECEIVED, SHUTDOWN-SENTE HI2I8t 0™ C+E SCTP &EHE BEUHHMAM= el

C5) ASCONF Chunk2 ASCONF-ACK Chunk= path MTUZCH HA = CHEICH path MTUJE 2
KX LJACHH path MTUE ZEAZ ME S AHOF &L minimum path MTUE & &0 A
= IP versionl 2/=5t1, 5760ctet=2 Ct = CF.

7.2.3 Upon reception of an ASCONF Chunk

endpointJt remote peer2 2E ASCONF ChunkE &2 2] SE 8t EXt= ASCONF ChunkJt
28 & association2 & Ql5t= A0l 2% HOICH OfcHel &EXH0l [T et association2 HE

ol 271 ?oi Chs= EL

rr

=2

o

A E&ot

rr
OF

D1) source address®t associationS =216t
Ct.

A XEQl port numberE A& st

D2) association0| ZAL X Z2MH SCTP common header®f /A= port numberdt Z& &
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>

Address Parameter TLVHI A &2AE F=AE AIESHLL

D2-ext) StLIOI&FS] ASCONF ChunkJt & E & g
ASCONF Address Parameter(il /= addressE A& 8tLH.

=
0
[wl
|'Cl
i
i
10

| C+E ASCONF Chunk®

D3) D1,D2,D2ext 25 association0| S12™, RFC29600 &2|& Out of The Blue Packet2 2
chunkE Ct&C.

4

D4) RFC296001 U= &t SCTP verification tagll Al 7

Jn
nio

M ECt.

Ol

association®| =l t
Ct.

Z =0, ASCONF ChunkOll CH&t &t processIt =&l HOF &t

E1) ASCONF Chunk®| serial number0il M & 24& 8t0] Peer-Serial-Number+11t 231, ASCONF

Chunk?| serial numberJt SCTP IH3!2] XM EZ0l™, endpoint= ‘Peer-Serial-Number'Jt Xl catch
= ASCONF-ACKE| dlY HE cleard == ULD B4 =0 et &=

El-ext) ASCONF Chunk?2| serial number0l U= 3t ‘Peer-Serial-Number'+13t 211, 1
ASCONF chunk= E40( (tet &&= SCTP packetll = B serial numberJt OFLICH.

E2) serial number®il A= 2t0l 'Peer-Serial-Number+1'&2Ct 2™, CIS ASCONFZ 2HHG|
skipot1l ASCONFS| serial numberE OXlot=E MEE 1 HEE O0lM2 cashed ASCONF-ACK

response?l! 2|% response packet= & StLt.

Note: ASCONF-ACK Chunk =M E JHNXIoHA 2= A& IS0t 01732 22iE ASCONFIt
out of order2 T2 [ LMS 210|CH 0] 22 ESR £=4& =2 ASCONF ChunkZ skip
oiOF 3t12, 1 chunkOl CHSt ASCONF-ACKE I &totKl &=L,

E3) ASCONF2| serial numberJ} ‘Peer-Serial-Number+1'2Ct = C} &X|2t&, ASCONFE /X &
Xtell2 processstClt.

E4) serial numberJt Ct2 JIHE = 240t OHXIEI & ASCONFE process ot1l , ASCONF Chunk
£ processingSt =0, ASCONF-ACK ChunkE response packetdt 11212 S A8t cachelil X2
CICL( LI=Ol THES 2R)

E5) ¥ Xl 229, 11 ASCONF Chunk= stale i3] = attacker (N2 0 HHAXCLOl &2
o

ol =& 52 Z2otHel SH0 et OlHEES log & == UL

E6) 2= ASCONF ChunkJt Ol SCTP packetOfl CHoll process TI{& [, 2= ASCONF-ACK
Chunk2t & =Z&E& single response packetE HatstCE. ASCONF-ACK ChunkE X &ot=
SCTP packet2| destination 3=2-= ASCONF ChunkZ heldst SCTP packet2| source addressot
SIO{ MOk StCH.

E7) SCTP packetOll Al ASCONF ChunkE processingot= &2t response packetOl return path2l
PMTUE = stCtH 241 =2 response packet@Z FIIE QI ASCONF-ACKE add ol= 21
2 HFO0F StCt. J2ilt 2= ASCONF ChunkE processdte= 243 T1242] cached copydil A
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o

Ct. ASCONF Chunk2l &&lXt=
= 1 responsel| cached copies

ASCONF-ACK Chunk responseE savingdote 22 A=
response&| X| 42 ASCONF ChunkE ZO0(PMTUOI StX
It peerOllH &2 = UAS M) MES & 20ICH

-
62

Note: Ol &2 &A&H0l ACK pathOlA SCTP packetl loss@ &S old ASCONF-ACKE
cachingdCt= JHEGHONIAM HIAIEl HOICH. Z2& ASCONF-ACK sequencetil Al 21t <
9| outlineXd BtetEl HYSIOHD 2t=E OHE SEH0AM Ol stateE S XIoH)| 2leh A&0|

g
sg = UCH

7.2.4 General rules for address manipulation

IP addressE ot HLE A HIE ASCONF ChunkOl CHEH TLV parameterE buildingst [ Ct&2
HES HET00F St

FO) endpoint)l CHS serial number?t ZID{LE O 2 ASCONFE Z£=4I8HCHH, outstanding
endpoint= association2 ABORTOoHOf &tC}.

F1) IP addressE association0Off =Jtg [, IP address= ASCONF-ACKJt =g WK
association0fl &3l FIE M K= A0l DHAEK £L=Ch 012742 =0 SAIXH ACK
Gl= N2 EEol= ASCONFZF 22 AIZEDEAI ASCONF ChunkE &ot= H=2 ML

SCTP W20l CHSF sourceZ MZ 2 IP addressE AtEdiA= & Ct= 20|0ICH =D
address RLEC| =4 =2 destination@ 2 M 1 FAE SA AIEE £ ULH U 5

21
F=AE AMSot)|l ®ol =IOl =20 U8t path verification procedureE AtSoHOF EICH =
& F2 ME& pathot verifiy&l Dl &0l corresponding ASCONF-ACK Chunk 5= HEARTBEAT

ChunkZ HNI25tD MZ2 =20 2SS 2BUWHAE CHEICH ASCONF-ACKII MZ22 FA=Z2
S L& CHHA, path verificationOfl CHSt HEARTBEAT chunkJt &M bundled 210l Ct.

F2) IP address F=Jt2] ASCONF-ACKJt =& &t =0, endpoint= H{™ SCTP chunkl EH 0l
CHSt source address2 Al =JI=l IP addressE AI20ot= A= AI&E 210]|CH

F3a) endpointJt O|oH3HAl 28t IP address Add 5= IP address Deletion parameterE Jt2l3|
= Error Cause TLVE =#4I5tH, endpoint= operation failedE 1 {oH0F ot peer®iH ™
CtE& Add &= Delete request 8& AISE M= &L,

F3b) endpointdt O|oHStXl 28 IP address Set Primary IP Address parameterES Xl AlGt=
Error Cause TLVE Z=4I6tH, endpoint= operation failedE 1D 4oH0F 6+, peer®lH ™ Ct
= Set Primary IP Address requestE EUlle 212 AMEZHA= tEC

F4) association© 2 £ & IP addressE AHHIE O, IP address= ASCONF-ACKJF ==& W)X
SCTP packet2| reception®il CHSt valid destination addressE& Jc24oHOF otd, H{E COS
packetOl CHEF source addressEM AtEoi M= QteECh 0123 AHMEIHE IP addresstl ==
8t ASCONF-ACK &0l ==toleE O™ datagramOl & X association® S£&0[2ts 20l 1
S0 MO StCt SHIHXl E88 D= ANME IP addressOl &= & ABORT Chunks R AIE
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Ol MOk 8tCh.

F5) endpoint= association2 2 2 E endpoint 0tXI2 & IP addressE A Mo M= CHEICH.
CtE 22, endpointt multi-homedJt OFLIH ASCONF ChunkOllAl delete parameterE &I
&0l IP address It 9101 A M IP addressE /\}96H/Ht OtEICH. £ &= endpointdt delete
IP addressOfl multiple requestES Z2WHCIH, peerdt QLA XN CHoll H2I&t 2 IP address&
AtHIGH M= er&EICh.

on

F6) endpoint= ASCONF ChunkOl 2Jali AHHIE F=A2 S SDH =l ASCONF ChunkZ holding
ot Y= SCTP IHZ!0l CHSH IP header source addressES MIE dllA= Qt= L.

F7) peer endpoint2| OtXIS Y2 IP addressE AMHIGHH = requestdt =4AIE O, =48 F2
MZ& error code ‘Request to Delete Last Remaining IP Address'S & &6t= Err T
£ 20 st 23 A= ASCONF-ACK &5 0120l O &0l 23T HA=s oH&ICh

o
=
(e
Q
c
wn
(]

F8) ASCONF chunkJt &= IP packetl source address®! IP addressE
AEH, 2N F2 0] QEFS HES. 1O QEF2 HEOH| At =& =2 'Request to

Delete Source IP Address'ES & &Gt= Error Cause TLVE & &0l OF StLE.

F9) endpointdt ADD IP address RES =4I6t12, 0] ME&& FAE associationtil Hdt=
local resourceE JHXIXl Z=C0EH MZ& error code' Operation Refused Due to Resource
Shortage'E & & ot= Error Cause TLVE Ettoli OF SHCE.

F10) endpointJt association0fl IP addressE 3D & QAL SE2

£ #4I5tH, association2 ABORTGHMLE, association2] =4 SF2 10otAl &% FOIE StCF.
CH2 22, endpoint)} associationS ABORTGHAl &M, A= AI=E = A0l 1do
S0 MOF St12, A2 peerdt Out Of The Blue packet22 M SH & & $¢O1IA-I STCP
packetS CIR0{0F 5HJ| TR0 Ol A= AIZEHHHAE CHeCH

F11) IP addressE FJlol= ASCONFE ==&IGt= endpointIdt responseZ M ‘Out Of Resource’

CtS addot & IHGHOF SHHLE, ASCONFOIIA bundleE requestIdt Af Xl &l O OF
. —ﬂ“—’.\_' é% ADDE HERMAM= ot&l 1), &2 ASCONF ChunkUiA CtS IP Address2| Af
gt 0 =(0| ADD &= DELETE &2 failingoll| Al&Et
CtS ADD2t DELETE request= &I SHCE

Q= o Illlﬂl
o

Il-

_('_1_

o
]
]
1]
12
_Hu
o 4>
z

fn

, -1 &2 ASCONFOllA *ZL&te

e

F12) endpointdl S i primary address®! IP address& 2t HGgle RAES &2 M, endpointdt
M=Z& primary address= & &6t 2B 2= A implementation decision

F13) endpointdt IP addressE 4! XISt= valid requestE =& & [, endpoint= association2|
202M FAE O 0l4 DGHA Ze=C.

rr

ASCONFE & &0t1) ASCONF-ACKE #=4lot= ALOl out of order®! DATA ChunkE =416t
20| Jts6ith 0 2ME oz 2 HGHL.
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Endpoint-A Endpoint-Z

ASCONF[Add-IP:X] ——=—=—=———mm oo >
/——ASCONF-ACK

/

[====—= /=——New DATA:

/ /  Destination
Qmmmm oo / [ IPX
/

Cmmmm /

12 WM 2el= Endpoint-Adl FItE MEZ& IP address(X)E =2 = UCH. DXL,
networkOll Al packet X &=AM3 M0 MZES DATA chunkdt 2 LHXIL] association0ff CHS
FAFIIE E0lotE ASCONF-ACKE 0l Endpoint-A0|l & = &HCH.

A similar problem exists with the deletion of an IP address as follows:

Endpoint-A Endpoint-Z
[ New DATA:!
/ Destination
/ IP:X
ASCONF [DEL-IP:X]-==—~— [ >
=== ettt ASCONF-ACK
/
/
emmmmmm /

Ol OlilA Re2le AHIDJE 22= S0 =&ols IP:XZ2 DATA chunkES 2018 £ QUCH
endpointtil ADDE &tJ| o MZ& IP address IS A OF &HCH.

ASCONF-ACKE JICt2l= J12t =9t dataE =4lct= association2 R =0olCt endpoint=
ASCONF-ACKJOI & && MKl 0l MME28 F=AZ2EH source dataZS Must NOT, &HXI2F A H
SIH& A™E out of order datagE =& & %= UL, OOTB datagramX™ & 0| dataE Ct=2
Me etElCt. £235| datadt drope = RUIHLE, association2] F=22=2 DAZHE == UL
JleiLt, ABORTE SEaiM= QHEILH

DELETE &<, endpoint= OOTB datagramX & = TZ'6t= DATA packet0f BtE& = U
1, N5l RE8H Al2t2l small period0l CHSt IP address A HIE hold & =% UC OOTB

X & DATA packetOl CGEXHXIH, peer= X£E06|l ABORTE HHellt. endpointdt =8t AlZt
S0t IP addressE holdol= A4S ZASHCIH, destination0l A MEl= 2RTO 0l& K&
hold di M= CtEICH.
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7.2.5 A special case for OOTB ABORT Chunks

Endpoint-A Endpoint-Z
New DATAI-——————————-— W
Source IP:X W
W
ASCONF-REQ[DEL-IP:X]—=—-W-————————————— >
W [m———————= ASCONF-ACK
W /
wW-—/——— > 00T8B
(Ignored <-———————————————————— [ ABORT
by rule D4) /
{mmm /

0 2 IP address2| 4l SQOF, Abort messagell destination addressJt At HIE destination
0l ABORT= S AIECH

7.2.6 A special case for changing an address.

associationOl A && =2 22 GtLES| renumbered® IP addressE JH&ICH 012401 2%
2 M, 34 =& peer®iH XISt ADD/DELETE pairE d&ot=s A2 &

IP headerOll A source2Z M old addressE AtE8tCt. 0] O|RE &4 =2 Address Parameter
fieldE association? £E9Q! addressz &Lt 0l2A2 IP header0l = source address At

& 80| association® &I =0l locatedl= S ol E8tCt.

o
b
rr

chunk2 ==&l =2 &t&t association IP header0il = source addressE AIEZSHC}.

| AlINGHH ==&l =2 Address Bytes field
0l A= addressE AtEct= 2= Al o0t =41 E2 ASCONFO 2ol =t M2
2 address®! IH2! source addresstl CHGH S EoHOL

7.2.7 Setting of the primary address

EN

10

&M&Eot= A0l JbsSGth S4IX

=
REDH= set primary requestE &

)

ARl S£= FOHoll CHEr 28
P22 DHEHNWE =4S

AT MEZ2 IP addressE F=Jtot= set primaryES conbinedtCh

=)

S8 Lt

rr

=
e

@& 0/0] association2
oo StCt. CIE 2,
set primary= HH & 210|C}.

=2 o fr
OF

set primarydll CH&t Q&2 INTI or INIT ACK chunkOil LIEFE == UCt. OI242 INIT or INIT-
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ACKS| &A8Xt =AZ M peer endpointOll Hl adviceE =+ UL},

primary path2& M F2 QES 4 50| ="ollOF otl= S&EOICH 04

S Gl= 2
22 ME3t=0 At | 42| destination address2| ==& XU A advice & = UL
(@] A
[

ot= X

50 0F rulm

=4 F0| EMGHA &= primaryZM F=ASE HFdle FO0l ZHEUY, =4 F2

request #St0l S0 primary addressE U Al &2 &EHZ ZHEC.

7.2.8 Bundling of multiple ASCONFs

HT

SOl &2 pac et Slnge = ¢=I 1, single reply - = To&E
s &= ket Ofl A le ASCONF= &&E X4, singl ly ASCONF-ACK= Z=4lEl
Ct. 1= X2+, ASCONF2t ASCONF-ACKE XL &ot= SCTP packet loss)t 2 Mote 2R MAES
IA F=IJEH QI ASCONFE bundle dt= 210l sS4 S0AH IEEC

9

multiple ASCONF bundling =22 Otefiet 2Ct
1. O|™M0l &S ASCONF Chunks BiIGHA 22 AEIZ Z0rA0 0F ST

2. ASCONF ChunkE I &6t= 222 SCTP packet2 W3IMM HS2l Jt& &2 ASCONF
Serial Number2t & bundle&l 01 X 0F 3+, lowestMl Al highestZ2 ASCONF Serial NumberJt
=X&E 22 precedingStLt.

»
&
o
ity
ol

HOF

rol

3. packet A0S Z2& ASCONF= 222l UE
ASCONFE =cloliOF BtCt.

Ct. CtE chunk type2

4. addressE ZMdt= 222l MZ=2 ASCONF= 0|& ASCONFJt processt| ) acceptE =
e SeH0l A00F St

8. ZE
XN2MK &2 DHAM= SCTPLIBOI st 24 2 =L &#&E J|s2 Dynamic Address
Reconfiguration 2= =220 Uist 242 olUCH &M JHE SOl AIAHEEZ Winxp &
WInCE E}HE2 J|8t2Z2 6t J|Z& SCTPLIBE #&3dt1 Dynamic Address Reconfiguration
Jlsg FI6I 0ls ©2el sHol =4 FI L AMIL JtsotH ot 6t= 240IC
S5 P2 = L2/13 ¢Hs 22 HEGSIN 0 I8 oA 22 A= HELHE JtsotA
ot= AMARICZ &EE HE0IC
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