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RLOC16

0x401

RLOC16

0x801

RLOC16 RLOC16

0x400 0x8066

RLOC16

0x402

RLOC16

0x802

<12 1> Thread U E 23 Lf RLOCI6 T4 T+4 Of| Al

O] =& MANM 52t 7HE & Stit= 228 27 0[E(RLOC, Routing Locator)O|Ct. RLOC =
Thread HESA W =E9| K|S LIEILH= IPve TA 2, ZF A X[Q] 212 H ID 2F 812] ID Z=&to]
Ol MM EICt 2t E XS 74| 7| = RLOC 2] 3191 ID £ &4 0 0|, 519 &K= 22 H

IDE &7 222 7HEtt

]
0123456789686 123435

R Child ID

O 0OBO0OO1060006060606006806 0 1—0x401
<18 2> RLOCI6 HIE HE X

RLOC F=22| OtX|E} 16 H{EZE RLOCT6 O|2t11 St O|= IPv6 22| QIE I O] A A/ XHIID) 2|
U2 AR EICE Thread 0| A= 0000:00ff:fe00:RLOCT6 HAIO| ID £ HA| 24 Z2|ZAQ}
A2t ™A RLOC A WMLt 0] 125 Sl Thread = HERHI EZZX| &OAM 2

KXol /XS B AEotL 2l eteEs AT + AUCH
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24  HESZEHM Y

Thread U E 3= 2 BIO|E PAN ID, 8 HIO|E XPAN ID, AtEO| 2 &= A= HERA 0|2 A
X 18 AlExtE FEEICEH 0|2 £0{ PAN ID 7} OxBEEF, XPAN ID 7} OxBEEF1111CAFE2222,

HIER3 0|50] yourThreadCafe QI HIEQIF 7t AS 2= ULt

M Thread HESZE WHSIALL 7|E UEHIE AMSHAH 7|7 = BN 24 2| L 802.15.4
HEXZ0 Cis 2d A7Hs Aoty O] 1P £ M E 0| HE 2% (Beacon Request) =
HECIHAESH H| LYo 2R H L= 2t E A 75 ZCH 7| 7|(REED)ZF PAN ID, XPAN ID,
HERA O|E& Z&lot HEZS BEEEWAES] SHOILE of2{et THAE Z& KoM BH=sl

FHo| BE UEXIES SXISCE of2f D&t gt

Beacon
Request

(broadcast)
‘lIII" - R
—> .‘—
Beacon
Router (broadcasy Router

O

<% 3> Thread HEY A &4 A7H HX}

23 MM HEYA HE F™ib= Mesh Link Establishment(MLE) Z2E =S S| O|F|TICt.

MLE = & 7|7|E M3t (Discover), @3 A2 F7I5HH(Quality), U&| HZE2

ot

HE5t A (Establish), 7171 - 22 Y 7H2H-EtYO0tR 5 23 Oivigi+E gddts 9

H

rir
ot
o

ot} O] IFZ 0l 2| B O]E{(Leader RLOC, Partition ID, Partition weight), {IE 23

OIO|E (on-mesh prefixes, T2 Ats T+, G2 FE), 22 Mt YE7t g7 SRECH E2

IS RIP 3 SANSH A2| HE) SA 02 ST CHOF MLE = O ES Sof HEYD X1
S92 5S¢ o302t KIMET



241 22 9H

5kl 717|= 2 Q¥ (Parent Request) THAO|AM BE[FHAE HAIO| 20 2N DIA|X|E S
0|2 2t2H % REED & HAMSICE O] HIA|X|0= Mode(7|7| £4), Challenge(XI & 524 & X)),

Scan Mask(B2EH M8 = 2t 2E+REED 2 O £)7 met=ICt of2f 18 S &AL,

REED

. MED
Parent Request /

(multicast)
- —_—

Router Router

O

<& 4> Thread UIE 32| Parent Request TH|

Ct
=

242 HH

olo

O|O{A O] 2} H L= REED & £ 2 SE(Parent Response) HAIX|E FLIFIAERZ ELf &3

48 §2E A

SSHCE OAIX|O= Version(ZZ2EZ HT), Response(24 Challenge ZAH2),
Link/MLE  Frame Counters, Source Address(RLOC16), Link Margin(==4!l A= F3F),
Connectivity(H 4 %), Leader Data, Challenge(St?l ID 28 Al 25 &) 50| ZgtEICH Ofel

a3

mjo

xRSO
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REED

(if Scan Mask . MED
includes REEDs)

' Parent Response '
— -—

Router Router

O

<& 4> Thread WIE /32| Parent Response THA
243 o9l ID 2%

Stel 7171= MEfet £ 2047 5k9l ID 28(Child ID Request) HAIXIE FLHAER TS XA

£2 Y35 HFotCE HA[X|0= Version, Response Challenge, Link/MLE Frame Counters,

o =
Mode(?|7| &5), Timeout(H|24 A[Zt M|Bh, Address Registration(MED/SED 2| IPv6 T2 &5)
SO| ZLBH=ICt REED CHA QI B2 =2 MO 2t EHZ Y 0| =EICt Ofef 82 FAoHC]

REED

0~

Child ID
. - .
-

Router Router

O

<& 5> Thread W E2/A 2] Child ID Request THA|



244 oSt ID2d

22 717|= 5t ID SE(Child ID Response) HIAIX|E FLZHAERZ HLf 23 MH S fQISHC]

—/ L —

HA| X| O] = Source Address(Parent RLOC16), Address16(Child RLOC16), Leader Data, Network Data,

Route B &, Timeout, Address Registration 29l S0| Z3EICt Of2ff O3S X

O =

rot

Ct.

REED

@~
Child ID

' Response '
_—

Router Router

O

<18 6> Thread W E2/32] Child ID Response THA|
2.5 et E A

Thread WEIM= ZE 2t2EH7F A4 X8| & EH(Connected Dominating Set, CDS)=
Ad5of ottt =, HERIA We| o &+ 2tRHE 2t U8 428 & PtEA| HZ &0
UO{OF S, CDS Lol 2= 2t H7F M= EE 7hsot HEf & = A[6OF ot} =5t £[F 7[7[(End

Device)= BHEA| X H 2t H 0| HZE0{0f otD, 24 E12|F2 Ol2fet =S UFSIUAME

i #E0| SEUS S185IEE (DS & SHOZ L[St HERD HEI7 He WotCt
12|52 2t9H 57116 /i D|2 e 2 HOX| ?E g0t J= L ds =0[7] ?lsl M

o
°
R HE IS = JAER 7|Z 22 HE ANCh
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SHH, Thread HIEH 0| A E £|F 7|7|= 20 Wef 2t2HE LY 0| =2 5= ULCE 7[7[7¢
2t RE7L L 7|2 ZYSHH A 2o =2 8 HAIXIE ELf 22 H ID E 2858t1, 2|67t
Ol &0l ayete |p 2 2tRHZ HBHEICH 0]0fA MLE(Mesh Link Establishment)

LZZEZS S0l QSR HE YYe 23S S FoI0h FHHLZ M 2t EH = BEFIAE

YAOR Y2 2 HAKES HESHL, OF ARHSES Y3 42 U 9N HAIX2 ST

OFZX
S =

o2 fYe2 2R 22 E HERIS OHE 2 22H0 BEU= 2F0I|Ch HF 227t
£ 7|7]= ffo2:2 of EPHAE B3 2FS 2L US| MLE 4118 Soff CfE 2I*HE

A4S = 77| = unicast @3 RF S MS&THCH
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REED

. MED
Link Request

. (multicast) . .
— >

Router Router

O

<%l 8> Thread UIE A Link Request TH|

2 92 2 8 292 2F HAIX|S] =goltt 2 Es MLE 23 2%

HotS AHEoH0] HAIX] =5 4 710 M 370 = S QICt.

REED

. MED
Link Accept

. = Requesr . .
B

Router Router

O

<18 9> Thread WIE 23 Link Accept and Request THA
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253 ¢

Link Accept & 218 22 E 2| Link Request Of CHat unicast S 2 2, AtA|0f 2ot HE E X35t

o
o
oI 2tREC| IS LI

REED

0~

. LmkAccept . .
—_

Router Router

O

<18 10> Thread W E X3 Link Accept TH

2t {7t REED 2 CH2 20| =5 B 7[E2| 2t H -2t 37 oM &1, 7| 7= MLE Attach

ZZMAE ARSI AHA -2 2 3 S gttt o] Igef MF 2Xts "7[E HERZ

SHH, 20| Met Ehe M S SHGOF 8 = ULk O, 2HRE AN Fols

Request BIA[X| S H &S0 2t2H-212H HZAS S@ottt ot HE[FIAE P& AP dS

=0]7] ?lof A= CIBtO|ATF AR Q] 9] 2t2E 7t Ol 21 2t E et =4l A5 S
C

ERE o, HEPHAE 2t 0| et AMiet LIE2 0|= A H0i|A EHEL
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3.  Open Thread o CHsIOf

3.1 Open Thread Zt?

Nest O Al ZA[3t OpenThread = Thread HIE®Z Z2EZ2| QE A~ AHOICE Nest =

HUEE 28 ME MY 2 7t531517| fI8H Nest HZ0| ALB &= 7|&2 WL X7 - RSHA

ArgE 4= JEE OpenThread & £ ALY

APE AIY2 S OfZ2|70|ME 9/ IPve 7[BHO| QHY A O S KT FM (7| 7t

St Z2EZZ HOIotC} OpenThread 2 IPv6, 6LOWPAN, MAC E Q0| A8 &l |EEE 802.15.4,
3

A7, OA| 2t EE HES ZE Thread HEHZ 20|01 FoiotCt

32 Docker £ AtE%t A|Z8|0| M

321 Zostat

0Ok

o

-

Docker, Linux, HIEQI 3 2t &0 ot 7|2 X[4

322 Docker ™

Linux, MAC OC X E+&= Windows A|AEINAM Docker S AI2SIE 2 MA|ACH HE =HFL2

Linux O| L},

323  Docker O|O|X| 7} 27

Docker 7t AX|2|™ EHO|E &S D1 openthread/environment Docker O|B|X|E 7} 2L} O]
O|O|X|0f.= O] Codelab O|A AtEY = U= AFHE ZEE=l OpenThread S Open Thread G| 20|

ZetE[ O QALY

$ docker pull openthread/environment:latest

13



E10|'E &2 O[O X|0f| A Docker ZAH|O|LHE AIZBEL bash Ao ¢ THEt.

$ docker run --name codelab_otsim_ctnr -it --rm W
--sysctl net.ipv6.conf.all.disable_ipv6=0

--cap-add=net_admin openthread/environment bash

—rm U2 UHOIHS S22 W THO|HE Mttt HHOIHE AN $e2{H o sds

=~

--sysctl net.ipv6.conf.all.disable_ipv6=0

- AH[O|H L0 A IPve & AHE EFStC}

--cap-add=net_admin

-IPER FUIRM L2 HERD #H AHYS AW = /U= NET_ADMIN 7|52 AtE E- oLt

ZAHO[ A0 SO{7tH CtZ 0 H[0t ZEZETF HAEIC
root@c0f3912a74ff:/#

9] Ol ol A c0f3912a74ff &= ZAH|O|H ID I LIC} Docker Z1H| 0| QIAEIA O] ZAH| 0| D & O]

Codelab 2| i A[X[Of| EA[=l 242t CHELICE

324 AP E YESA AB0IM

A8 O Al O E (70| 2 7|2 HEHE QIHI 0|2 (CL)E S5 OpenThread T+ B! 2]
QIHI0|AE L ESHE %299 OpenThread OfE2|AH0|M S 2 O &=L}

14



End Device (child)
Thread Leader (parent)
Thread Router (parent)

Border Router

| H@®® O

Thread Link

325 Docker 87
3251 5 1A%
OF2] SFX| QIQUCHH E0|'2 Z 0| M Docker ZAH|O|HE A|ZSH 1 bash A0i| 1A otCt,
$ docker run --name codelab_otsim_ctnr -it --rm #f
--sysctl net.ipv6.conf.all.disable_ipv6=0

--cap-add=net_admin openthread/environment bash

Docker ZAH|O[H 0] Af ot-cli-ftd BIO|LH 2| S ARSI} Of 2210 d =l 22| = 7[7]2] CL

root@c0f3912a74ff./# /openthread/build/examples/apps/cli/ot-cli-ftd 1

15



0| HHO|LH2|= OpenThread 7|7| & & ST}, IEEE 802.15.4 241 E2t0|H = UDP {of| 73 lCt,

(IEEE 802.15.4 Z2{| 2 UDP H|O| 2 & LA MEH=),.

19| el M EL

ot

g2l &[5t

| BIES LtEtU= Thed B ALO[L} o220 d &l 7|7]2] IEEE

-0

EUI-64 O] t2 IEEE 802.15.4 24 O E2f0|M (ZE = 900

(@]

+ Ot 4EXH2 IS uDP ZEO
HEQIE S = ARZEIC} O] Codelab Ol A 20| M=l A E 7|7|Q] 2 QIAEA L= CHE Tt

f

pS|
=

oL
>

mju

AME

o

Ct.

M 29 HOlEf MES BHS T 24 0|5 M= B} 29 HO|E MEL MA Z0l A3c

HEXT S| +40ICt

> dataset init new

Done

> dataset

Active Timestamp: 1

Channel: 20

Channel Mask: 07fff800

Ext PAN ID: d6263b6d857647da

Mesh Local Prefix: f{d61:2344:9a52:ede0/64
Network Key: e4344cal7d1dca2a33f064992f31f786
Network Name: OpenThread-c169

PAN ID: 0xc169

PSKc: ebb4f2f8a68026fc55bcf3d7be3ebfe4
Security Policy: 0, onrcb

Done

O] HIO|H MEE 2d HIO|H ME=Z FSUetC}
> dataset commit active

Done

16



IPv6 QIE{H|O|AS S 2Lt

> ifconfig up

Done

AYHE ZZ2EES EYS ARt
> thread start

Done

H = S VICHRIEZE 717170 2= 2[EH7t B RA=A] 2

=/ L

ofCh 2|H= 2t2H ID 242
2e|sk= 7|7]0|Cf

> state

leader

Done

EE19| A2 E QAHTO[A0 S E IPve T2

i
ot
o
rot
inl
T
1y
rlo
inl
o

> ipaddr
fd61:2344:9a52:ede0:0:ff:fe00:fc00
fd61:2344:9a52:ede0:0:f:fe00:5000
fd61:2344:9a52:ede0:d041:c5ba:a7bc:5ceb
fe80:0:0:0:94da:92ea:1353:43b

Done
S Ipv6 T2 RE S ol

17



fd 2 A& = Mesh-local

fe80(2)2 A&} = link-local

=& =40M EID E MEo0 US0 AFEE =+ AEE 7[ZESHELf. 212l ME =40 ED =

fd61:2344:9a52:ede0:d041:c5ba:a7bc:5ceb

3252 =5 2 AR
MEDE S 10 AHAXH ME SOl Docker ZAHO|HOA] =& 2 O] AFE S bash A& AMalistC},

$ docker exec -it codelab_otsim_ctnr bash

M bash ZEZE0M 2 Ql+=5 AHESI0] CLI Z2 M A S Y gttt T

rlo

T2

OE2of e A& 7| 7|5

root@c0f3912a74ff./# /openthread/build/examples/apps/cli/ot-cli-ftd 2

EE19 2 HOIH MESt ST gi5 AFESHN 22 HERR 7|2FPANID & T8 HCH

> dataset networkkey e4344cal7d1dca2a33f06499231f786
Done
> dataset panid 0xc169

Done

Ol ol MEZS 24 HIOIE ME= HIISHEt

18



> dataset commit active

Done

IPv6 QIHH|O| A5 S22t
> ifconfig up

Done

>
=
N
IE
HU
Hm
121
1A
IQ
mjo
>
1A
rot
o

> thread start

Done

21717t AIHH S 2 519 @42 27[9tElCE A2 E o1l Q4= 4% 7|72 RLIFHAE
A

o= 71712 2T 7]7|2t S ettt

2 1= O|LHOf| ENZF child O M router 2 T&te|= A2 =Hole o= QUCE 22 E 212 EH= 22(E

-

217) 2toll E2fEg 2t YE 4 QUCt A9| B2|Xt2 D E St

> state

router

Done

19



326 HEA =R

Node 2 0| -] RLOC16 = 7tM 2Lt RLOCT6 2 7|7 RLOC IPv6 22| OHX|2f 16 H| EO|C}.
> rloc16
5800

Done

CE10M 2t2H HIO[EWAM =E 2 O] RLOCI6 S =OIsICt HA = E 2 7t 2t E ME=Z2

| A=X] =helotet.

> router table

| ID | RLOCT6 | Next Hop | Path Cost | LQ In | LQ Out | Age | Extended MAC |

ot ommmm e ommm - o ommmee- e +
120|0x5000| 63| O] 0| O] 0]96da92eal3534f3b |
|22|0x5800| 63| O] 3| 3] 23] 5adeb647eb6bcobc |

L5 2 9 RLOC 0x5800 7} E{|0| 20| QOO 2 HA|O| AAZ|QU=K| Q1T &~ UL L|CH

3262 EE2 0 =E1HE

OlZ2ilo|de & 2= 7|7 o] AES HRASCE =E 20 ping & == 10| 2 E

EID O|C}.

> ping fd61:2344:9a52:ede0:d041:c5ba:a7bc:5ceb

20



> 16 bytes from fd61:2344:9a52:ede0:d041:c5ba:a7bc:5¢ceb: icmp_seq=1 hlim=64 time=12ms

enter & 521 > CLIZEZE2 ZOpZfL|Ct.

327 HEQAHAE

OfX| o = 2f 0] 4=

FaYETZI U e dSHeZ O = A2 B2 L ESHLE

QmaloIoR HBHs0] HA| HEYIE HAESICE
w212 SOHM AY S 2 FX[$HH

> thread stop

Done
LE 22 st JEE Rlothh 2 2 O[] =22 = 2|H (=E )7t LIt SEfYS

AAGHD L E 2 7t HERAQ| leader 2 TEtE|= A S 2ol 5= UL

[

> state

router

Done

> state

leader

Done

2t010| 2 %™ Docker bash ZT2EZE R CHA| Z23}7| ®O| AYEZ ZX|8t1 Node 2 2

7|21t Ch O] A5 0M AFE S 22| E HERIT AFEAN 1T 27t Chs 2522 O|HE[A]

21



> thread stop
Done

> factoryreset

> exit
root@c0f3912a74ff:/#

factoryreset O CH2 0| > 2T E S CHA| EA|SI2{H enter & & H 52{0F & 4= QUCt

Docker Z1H|O|HE S =5H CHEICH,
Lot £7(218t 0 Node 1 8 S=8LICE

> factoryreset

> exit

root@c0f3912a74ff:/#

328 AHALMEC=E £E Q0T

e
!
njo
=
O
Ot
2

>
=

n
i

m
)
1
i

—

O™ AZOUMeE & 7Hel A2 0| E 77| =l
O] B QIZSE|X| L2 |pv6 HA-2Z EfTOt 77| Zto| &

L C 7HEO Py ET (U AZC B BL2E S S5 OIEU)S 2t Ysla

oIz 3ta| Bl BlLto| 7|7|7} 70| A2 S0 Shot Ol M S S 22 Ads
Cl kO] A0 Cish AEHE! 012 ME{0|o, C|Hf0| A7 Y EY 30 Zoists o Tt e

2|2 S MSohs S2AXtOIL,

22



O A50AME O] STt 2 =& EZZX[E AFESIL]. 2152 % 22|E 2[H7F AHOIMY

End Device (child)

Thread Leader (parent)
Commissioner

Thread Router (parent)
Joiner

Border Router

Thread Link

CE 1M HO|MY SstS A|RSHCH
> commissioner start

Done
JOINME Joiner AFE X} Q1F HELQL & 2E Joiner (L E 7= AHE)ZL HIERK A

HOIM Bt = 31 &SHL. Joiner = R2[XH7t 2|2l A2 E WERIAO F=7H5t= 7]7]0|C.

> commissioner joiner add * JOINME

Done
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3210 QXSG A

T B HO['2 &2 Docker ZAE|O|H O A Af CLI Z2 M A S A 0FEF Node 2 O| L.
root@c0f3912a74ff./# /openthread/build/examples/apps/cli/ot-cli-ftd 2

L= £ 2 O A JOINME Joiner AHEA} Q15 EE AE510] Joiner 2 =S AHE 28 —LICE
> ifconfig up

Done

> joiner start JOINME

Done

Join success

Joiner M 7|7] (= E 2)£ HOINE R (212 Soff M 2AES 43HMo =2 3t A=

HEST ALSAL 915 ¥ B AL
Ol 22 7t QIZE|Q oD 2 AP EE A|ASHLY
> thread start

Done

3211 HEA 21E =el

-

L= E 2 9f state S 2 QoI HEAAN AZEJ[=A| ZQISLICE 2 2 L0 =& 2 7 child Ol A

router 2 MEHEILICH
> state
child

Done
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> state
router

Done
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Sl 2t =E7 ofEA HEI oSl s ROYEXE M3l 245HALE O
g

Y0 Af Thread 2| HHERIA Ate 714 s= It 28Xl 2

ESH Thread HIER A L 2tRH 7Hel AE EXHHZE 24, 2 5)E 42D, Thread 7t X|H

o+ HE/IS ZHs HS FHH2=Z olshet 4= AURULE Ol= E5| Hir 2 loT 280N ==
ol g s RAGIL S YOI E 2|asots O T2t 7[M 2 A8etrt

OFX|2 S 2, OpenThread £ &-&%t Docker 7|8t A|Z2{|0|M et 15 HH S A2 M, A
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