NISTNET: A Network Emulator for Protocol Experimentation
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1. What is NISTNET?

NISTNET & Linux?I0lAl SZX6t= network emulation packageOICt. Ol packageE
Ol2ol0 <cle #11 C&et network &EiE otLt2l Linux routerS SoHAM &g =+

UL LEIHOZ network 2 packet loss, duplication, delay and jitter, bandwidth
aAEE JHE &= U =0 NISTNET= Ofch 2t

[ [
limitations, and network congestion 2} &2 -

22 real networkll SAISH B82S XMZ0tH St

@ &AM NetworkOlAM2 EXE
1. Bt¥ 0 S&8 IP network 1t datagram®| lossZ QI8 s
2.1P ?I0ASl =&l dataOlS, satellite?t 2001 H HEl2 &ZHO0A Sl high latency
3. high bandwidth LAN2 %2 bandwidth linkE Jt&ICH

@ What is "emulation," and how does it differ from "simulation"?

"emulation"2 J|Z2XCOZ testing codelt '"live" implementation &E0UA SEHE 8L,

(allowing the live implementation to emulate (imitate) the performance characteristics of

other networks.) "Simulation"2 &M & Q! livest F 0| 8l= synthetic test environmentO| Ct.

(3 NISTNET and Client Software

NISTNET® Linux 2% M A0 kernel module2A IFEECIULCE 2l AXMESCZ
&S 0ol= xnistnetOl2t= softwaredt Z=IWEICH  xnistnet2
(]

kerneld} interface®l
AUAIENT A AMEE £ UAEZE visualdt EZHZ2 HMIot=0 02 Al=0ol)|
AN

OF &tCt.

2. Setup Guide

@ Finding
http:/ /snad.ncsl.nist.gov/itg/nistnet/installLhtml site 0l JtH AAS 2
@} nistnet.2.0.12c.tar.gz (for 2.6 kernels).

o

= UL

nistnet.2.0.12b.tar.gz (for 2.0 - 2.4 kernels)

2} kernel versionOll StH CI2E2AlZ2 HietCh



® Compiling and Install

NISTNET= Linux {0l 22l)0] fIHA= kernel IHXIE Eoll otl= & I moduleZ M
Z2cdle 5 JHAl 280l &Moot ggEez2 & HI 282 0| 0lZ6)10 2

CIZENAME & Bl ZES 0[SotALH

= 019] kernel version kernel-2.4 versionO| Ct

1. 2 kernel2.0-24?0 A SZTH= nistnet.2.0.12b.tar.gz CtE 2=C}

i

2. tar -zxvf nistnet.2.0.12b.tar.gz SEHE Sol == ZLh

3.cd nistnet.2.0.12bZ 0lS =

4. ./configureS &&tC}. i Ot 2t 22 messages0l LIS O0ICH

- Decide whether or not you want support for explicit congestion notification
processing. Also, decide whether you want COS (class of service) selection support.

- may want to use an alternative to the

- Tested with Athena Xaw, Xaw3d, and neXtaw

Build and install the nistnet module, API library, and user interface

5. make

6. make install

7. Load.Nistnet LISTNET kernel moduleE kernel0l S2l= FHE0ICH HAMOZ

module0] ZctItH 3= messageE = = UCH

m‘l"

P2 22 HES =M= A0l kernel moduleOl load= CHH IsmodE SollAl &0l
ke

rmel0l & 2E& FOH JIE2H2Z NISTNETS AtE6H)| I8t

@ Using nistnet

F1o WAHUA nistnet= AFESH)| f8H kernel 80| 2= YL O 22| = nistnet
clientE 0|2ctd WII o= network E3S RAE £ QUL nistnetS AIEZ01D]
28t client= & JHXIJF U=0 otLb= xnistnet 0l CHE dlLE= cnistnetOICH. = CF

ol= Jls2 2 6lU xnistnet 1el® interfaceES M S0+ cnistnet @& & BHAIQ|CH.

= CIZElAE etz JtE gl 0l ME0ot=E xnistnetOlll oA EFE
2 0ICH xnistnetOlctl) HEotH Ot 22 2180 S& & A OICH Ofehet €2
T2 S0 SHEUHE HFAHOZF xnistnetEXIE 2= 8 XA 0IC



i
Source Dest Drop % Dup % DRDmin DRDmax AvB andwidth Dr

192.168.1.2 | 192.168.2.2 [ 00000 0.0000] d o | -a I
[ [ |
| | |
I -
= ,_
! [
iy —
_ ar” —
T My
£ - =
On Off Update | ReadCurrent| AddRow | Quit

<XNISTNET &!&igl™H>
3. Testbed Configuration

Oteh D82 & 23740 ZXIE NISTNETE 0/&8 Emulating Network #&SO0IC} &
ANAEE 3002 Linux system(H1,H3,NISTET PC-Router)0l & ZAFEHE JtEICH

182.168.1.1

PC-Router
MISTHET

Y _» 192.168.2.

&




NISTET PC-Router= & M2l interface cardES JHAID 192.168.1.02 192.168.2.02

of = Jfeo

subnetE A&GIACE 192.168.1.0 network(ll =8t H10l= 192.168.1.2 IP AddressE &Y

ot D 192.168.2.0 networkOl =& H20l= 192.168.1.2 IP AddressE &%
AMEME HIWA H2Z2Z data® EWD, nistnetl &0 2 HA ALE
£ 210|Ch.

4. Testing

@
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Stable State

NESTNETS ZSAIZIXl 10 pingtestS & &&0ICt 2= Oteh et 2L

PING 192.168.2.2 [192.168.2.2) 1460(1488) bytes of data.

1468 bytes from 192.165.2.2:0 icmp_seq=1 ttl=127 time=1.Z29 m=a
1468 bytes from 192.1658.2.2: icmp_seq=:2 ttl=1Z7 time=1.Z6 ms
1463 bytes from 192.1658.Z.2: icmp_seq=3 ttl=1Z7 time=1.Z5 ms
1463 bytes from 192.1658.2.2: icmp_seq=4 ttl=1Z7 time=1.Z5 ms
1463 bytes from 192.1658.2.2: icmp_seq=5 ttl=1Z7 time=1.Z5 ms
1463 bytes from 192.1658.2.2: icmp_seq=6 ttl=1lZ7 time=l.Z4 ms
1465 bytes from 192.165.2.2: icmp seq=7 ttl=127 time=1.25 ms
1468 bytes from 192.165.2.2: icmp seq=8 ttl=127 time=1.Z6 ms
1468 bytes from 192.165.2.2:0 icmp_seq=9 ttl=127 time=1.25 m=a
1468 bytes from 192.1658.2Z.2: icmp_seq=10 ttl=127 time=1.2Z5 m=z

--- 192.168.2.2 ping statistics ---
10 packets transmitted, 10 receiwved, 0% packet loss, time 15006ms
rtt minsavg/max/mdev = 1,2453/1.255/1.297/0.034 ns

Drop packet loss late

SEHs AMFE H20 HH network® emulation oI WM xnistnetS
source addressE 192.168.1.22 destination addressE 192168222 &Z
RandomGtHl packetS drop & [H2l ping testS A MoIALCH = AS0A
emulateOll 30% packet lossE ZMAIZIH &S ot) ChE delay, dup 2
se 5

=2 022 settingst0] ==&t packet dropOl 2 &t performanceES =&

ZEHCZ B packetlosslateOl 30% &8It s S &2 & = ULL



1 PING 192.1658.2.2 (192.168.2.2) 1460(14558) bytes of data.
Z 1468 bytes from 192.166.2.2: icmp_seq=2 ttl=127 time=1.2Z5 ms
3 1468 bytes from 192.166.2.2: icmp_seq=3 ttl=127 time=1.2Z7 ms
4 1468 bytes from 192.166.2.2: icmp_seq=4 ttl=127 time=1.2Z6 ms
5 1468 bytes from 192.165.2.2: icmp_seq=5% ttl=1Z7 time=1.:25 ms
o 1468 bytes from 192.165.2.2: icmp_ seq=3 ttl=1Z7 time=1.:5 ms
7 1468 bytes from 192.165.2.2: icmp seq=9 ttl=1Z7 time=l.:Z6 ns
g 1468 bytes from 1%:2.165.2.2: icmp seq=10 ttl=1Z7 time=1.Z7 ms
]
10 --- 192.168.2.2 ping statistics ---
11 10 packets transmitted, 7 receiwed, 30% packet loss, time 18002wms
12 rtt minfawvg mad/mdew = 1, 25471, 265/1.279/0.021 ns

@ Delay

= &80 A= NISTNET emulate0ll 8t packet & 600 millisecond delayS ZaAlZ|
HEHE ot CE drop packet, dup 2 &2 field S2 022 settingSt =28 packet
delayOil 2| 8t performanceE =&oll Z2UACLH =H 20 ofLIS| packetOl CHoll delay

timeO| LEHHEQI ME0AM 20 600ms® SItst A2 2 += UL

1 PING 192.168.2.2 (192.168.2.2) l1460(1488) bytez of data.
Z 1468 bytes from 192.163.2.2: icmp seq=1 ttl=1Z7 time=601 ms
3 1468 bytes from 192.165.2.2: icmp seq=Z ttl=1EZ7 time=601 ms
4 1468 bytes from 192.165.2.2: icmp seq=3 ttl=1EZ7 time=601 s
S 1468 bytes from 192.163.2.2: icmp seg=4 ttl=1Z7 tinme=60l s
o 1465 bytes from 192.166.2.2: icmp_seq=5 ttl=1Z7 time=60l1 ms
7 1468 bytes from 192.1658.2.Z2: icmp_seqg=6 ttl=1Z27 time=601 ms
g 1468 bytes from 192.1658.2.2: icmp_seq=7 ttl=127 time=601 ms
9 1468 bytes from 192.165.2.2: icmp sSeq=3 ttl=1Z7 time=601 ms
10 1463 bytes from 192.1658.2Z.2: icmp seq=9 ttl=12Z7 time=601 ms
11 1463 bytes from 192.165.2Z.2: icmp_seq=10 ttl=127 time=601 ns
1z
13 --- 192.165.2.2 ping statistics ---
14 10 packets transmitted, 10 receiwved, 0% packet loss, time 17936ms
15 rtt minfawg/max/mdey = 601.242/601.377/601.946/0. 397 n=
@ Duplicate
2 A& 0 A= NISTNET emulate®il 8 packet & 30% duplicate £ ZMAIDIIH HFS
ot CHE drop packet, delay o 22 field S2 022 settingot ==& dup 0l &
8t performanceE =&oil Z2UCL SHZ D 100HE 242 duplicatedt M5 AS
8ol & 2 AULH



1 PING 192.1658.2.2 (19:2.1le5.2.2) 1460(1435) bytes of data.

Z 1463 bytes from 192.168.2.2: icmp seg=1 ttl=127 time=1.4Z ns

3 1468 bytes from 192.165.2.2: icmp Zeq=Z Ttl=1Z7 time=1.Z7 n3

4 1463 bytes from 192.168.2.2: icmp seq=3 ttl=127 time=1.Z6 ns

5 1463 bytes from 19:2.1638.2.2: icmp seq=3 ttl=127 time=1.4]1 mz (DOP!)
6 1468 bytes from 192.168.2.2: icmp_ seqg=4 ttl=127 time=1.Z6 ns

7 1463 bytes from 192.168.2.2: icmp seq=5 ttl=127 time=1.Z5 ns

g 1463 bytes from 192.168.2.2: icmp seq=6 ttl=127 time=1.Z6 ns

9 1468 bytes from 192.168.2.2: icmp seq=6 ttl=127 time=1.4l ms (DUP!)
10 14463 bytes from 192.165.2Z.2: icmp seq=7 ttl=127 time=1.Z6 ns

11 14463 bytes from 192.168.2Z.2: icmp seq=9 ttl=127 time=1.Z7 ns

12 1468 bytes from 192.168.2.2: icmp_seq=9 ttl=127 time=1.25 md

13 1463 bytes from 192.168.2.2: icmp seqg=10 ttl=127 time=1.2Z7 ms

14

15 --- 192.168.2.2 ping statistics ---

16 10 packets transmitted, 10 receiwed, +2 duplicates, 0% packet loss, time 13006m=
17 rtt minfavg/max/mdev = 1.254/1.30353/1.427/0.067 ns

o
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?I0lA NESTNET= 0IE06t0 <clJt 3ots HEs WANE 32| networksS #==
ALh= H= =l ofALh

— A= _/ —

NISTNETS| ZH&st sZHAEHE =I5t Qo HE& B (drop packet, delay,
duplicateS)E SEH2=Z2 HEotW Xtal0l 3dt= networks 7d & =+ US A0ICH

NESTNETZ network application 1} protocol S2| performanceES Z=&otJI0 Ot OHH

Aqe T+ct ==
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